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Abstract

This report contains a forensic analysis of the DD images generated from the suspect’s seized laptop.
ASIO is the organisation that is responsible for the security of the country and its citizens from
espionage, sabotage, terrorism, attacks on defense systems, etc. [1]. ASIO provided DD images and
EnCase images, both of these images have the same MD5 hash suggesting that the images are the
exact copies of the suspect’s hard disk. This report only shows the usage of the DD images, but the
results are as exact and accurate as of the EnCase images. This report contains the forensic analysis
of the OS, registered user, installed applications, email applications, email addresses, and external

drives.
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Acquisition

The Australian Security Intelligence Organisation (ASIO) caught a suspect in January 2016. The
suspect was tracked down by the cell phone triangulation technology, CCTV footage, and other bills
that lead up to Macquarie Shopping Centre. ASIO seized the suspect’s laptop and created a DD
Image in eight parts, notes, and an EnCase Image in 2 parts. The MD5 hash for both the DD images
(suspect 1) and Encase Images (1) is aee4fcd9301c03b3b054623ca261959a tells that both the
images are the same. | used Autopsy 4.18.0 to conduct the forensic analysis with Windows 10 Pro
operating system. | am using lightshot software to capture snapshots and Microsoft Word to

generate this report.



Q2. What operating system is installed? What is the installation date
of the operating system and who is the registered owner?

Answer:

The installed OS is Microsoft Windows XP. The installation date of the OS is 19" August 2004 at
22:48:27 IST. The registered owner of the OS is Greg Schardt.

Analysis:
Checking details of Operating System Information and results of the software component contains
the answers. The results tab of the software file from the Operating Information Systems contains

the information on the OS.

Evidence Analysed:

Listing 2
Operating System Information 2 Reslts
Table  Thumbnail
Save Table as CSV
Source File 5 C O Name Domain  Version Processor Architecture  Temporary Files Directory  Data Source  Program Name Date/Time Path Prodi
=g system N-LASODNGZKALG Windows_NT %86 “%hSystemRoot%|TEMP  SUSPECT,001
[z 22T cieows ]

< >
Hex Text Appication Fie Metadats =« Results Annotations Other Occurrences

Resut: 1 of 56 Resut — Operating System Information
Type Value Source(s)
Program Name rMicmsnftWindnws X [ Recent Activity A
Date/Tme | 20040819 22:48:27 [ Recent Activity

Path C:\WINDOWS Recent Activity

Product D 55774-540-0147306-23684 Recent Activity

Owner | lGregSchardt | Recent Activity

Organization /A Recent Activity

Source File Path fimg_SUSPECT.001/vol_vol2WINDOW/S/system32/config/software v
< ¥

Snapshot 1 - Windows Version Details

Snapshot 1 shows the information that the installed OS is Microsoft Windows XP along with some OS

information, including the Date/Time of creation and the name of the owner of the system.

Steps Taken:

1. Open Autopsy
2. Load the Data Sources from SUSPECT.001 to SUSPECT.008, as Disk Image or VM File



3. Click on the plus button beside Results

- & Data Sources
FF- 2l SUSPECT.001
F- 2l suseECT.002
M- @ susPECT.003
: SUSPECT.004
SUSPECT.005
SUSPECT.006
SUSPECT.007
SUSPECT.008
== Views

I? &% File Types
I'-E % Deleted Files

F
N o o o

Snapshot 2- Path to OS Information - 1

4. Click on the plus button beside the Extracted Content

=[] Results
E Extracted Content ]

E‘ Encryption Suspected (2)

----- = Extension Mismatch Detected {10)
- % Installed Programs (32}

----- /> Metadata (14)

..... B Operating System Information (2)
----- Lg'.y Operating System User Account (3)
----- % Recent Documents (8)

----- %! Run Programs (31)

----- # shell Bags (51)

Snapshot 3 - Path to OS Information - 2

5. Click on the Operating System Information

[ Results

=B Extracted Content

----- |} Encryption Suspected (2)

----- ‘=" Extension Mismatch Detected (10}
----- “| Installed Programs (32}

an

‘M Cperating System Information {2)

----- & Recent Documents {3)
%! Run Programs (31)
- M shell Bags (51

Snapshot 4 - Path to OS Information - 3



6. Finally, Click on Software

S C O Name Domain Version Processor Architecture  Temporary Fies Directory  Data Source  Program Name Date/Time Path Product ID Owner
N-1ASODNSZRALY Windows NT 86 Sy stemRant %\ TEHP

Snapshot 5 - Path to OS Information — 4

7. Answers to the question can be found in the result tab of the software file.

Resut: 1 of 55 Resut & & Operating System Information
Type Value Source(s)
Program Name icrosoft Windows XP Recent Activity ~
Date/Time |2004-08-18 22:48:27 Recent Activity
Path C:\WinDOWs Recent Activity
Product ID 55274-640-0147306-23684 Recent Activity
Owner (Greg Schardt Recent Activity
Organization nja Recent Activity
Source File Path jimg_SUSPECT.001/vol_val ¥
< >

Snapshot 6 - OS Information

Q6. What applications were installed by the suspect after installing
the operating system?

Answer:

The suspect installed fourteen applications after installing the OS, and they are:

Ethereal 0.10.6 v.0.10.6

WinPcap 3.01 alpha

Network Stumbler 0.4.0 (remove only)
Look@LAN 2.50 Build 29

123 Write All Stored Passwords
Powertoys For Windows XP v.1.00.0000
mIRC

CuteHTML

W o N o U A~ W N oE

CuteFTP

[EEN
o

. Forté Agent

=
=

. Faber Toys v.2.4 Build 216

[
N

. Cain & Abel v2.5 beta45

[
w

. Anonymizer Bar 2.0 (remove only)

[EnY
S

. WebFldrs XP v.9.50.5318



Analysis:

Checking the Installed Programs under the Extracted Content will give the answer to this question.
Installed Programs shows that there are a total of 32 programs installed on the system. But there are
only 14 programs that the suspect installed after installing the OS. The programs, Microsoft NetShow
Player 2.0 and MPlayer2, were installed approximately 15 minutes after installing the OS, but both
these programs were installed at the same time; this suggests that these two programs were

installed by the windows OS after its installation.

Evidence Analysed:

ustng | b
nstalled Programs 32 Resilts
Table  Thumbnail

Save Table as CSV

urce File 5 c o Program Name = Date/Time Data Source &l
4 software Etheres 0.10.6v.0.10.6 2004-08-27 15:29:13 15T SUSPECT.00L ~
4 software WinPeap 3.01 alpha 2004-08-27 15:15:19 15T SUSPECT,001
4 software Metwork Stumbler 0,4,0 (remoys orly) 2004-08-27 15112115 15T SUSPECT,001
' software Lock@LAN 2,50 Euid 28 T SUSPECT, 001
4 software 123 Wrike Al Stored Passwords 1 SUSPECT.00L
4 software Powertoys For Windows %P v.1,00,0000 2004-08-201 1512 SUSPECT,001
4 software mIRC 2004-06-201 15 SUSPECT,001
 software CuteHTIL SUSPECT, 001
4 software No comments found CuteFTP SUSPECT.00L
4 software Forté Agent SUSPECT,001
<! software Faber Toys v.2:4 Build 216 2004-08-20 15:07:25 [ST SUSPECT, 001
 software Cain 8 Abel v2.5 betads 2004-05-20 15:05:55 15T SUSPECT. 001
4 software Anorymizer Bar 2.0 (remave orly) 2004-08-20 15:05:08 [5T SUSPECT.00L
| software WiehFlds XP v.9,50/5318 SUSPECT,001
 software TTET oo TR oo PTaver 2o SUSPECT, 001
' software WRlayer2 2004-06-19 2304 SUSPECT. 001
4 software Branding 2004-08-19 22 SUSPECT.00L
4 software PCHealth 2004-08-19 22 5 SUSPECT,001
d software DirectAnimation 2004-05-19 22131152 15T SUSPECT,001
b software = 1 2004-08-19 22:31:52 15T SUSPECT.001
 software AddressBook 2004-08-19 22:31 SUSPECT.001
4 software 1cu 2004-08-19 22 SUSPECT,001
< software OutlaokExpress 2004-05-19 22 SUSPECT,001

] software DirectDramEx 2004-08-19 22;31 SUSPECT.00L it

Snapshot 7 - Installed Software
Snapshot 7 shows the installed applications from the notebook.

Steps Taken:

1. Click on the plus button beside Results
I I rie oide
o

. -8 Extracted Content

[F- 4 Keyword Hits

; Hashset Hits

i-'i- - E-Mail Messages

»

Interesting Items
Accounts

Snapshot 8 - Path to Installed Programs - 1

2. Click on the plus button beside the Extracted Content



|+]- MB File Size
=| Results

= l Extracted Content

..... |} Encryption Suspected (2)

----- <> Metadata (14)

----- & Recent Documents (3)
----- %! Run Programs {51}

----- # shell Bags (51)

..... Ead USB Device Attached (1)
----- * Web Bookmarks (&)

----- ) Web Categories {2)

----- & Web Cookies (24)

----- = Web History (387)

..... @ Web Search {4)

[+~ keyword Hits

& ot borinme

Snapshot 9 - Path to Installed Programs - 2

3. Click on the Installed Programs

< o [
| InsaledPrograns
P8 peesurcs Tobe Trumbnal
B vews
& FieTypes
iy, Ddetedries Sounce e
) MB Fie 2z
£ Reats e
B Exvacted Content M whtware
23 Encypton Suected ()  softare
= Extenson ismatch Detected (10 34 sotware
v c2)
<> Metadata (19) e
2 Opertiog System Infomaton 2 -
15§ Operaig Systen User Account (6)  softare
& RecentDocments (5) o softare
) Run Programs (51)
£ Shelegs 53 5
U8 Devie Attached (1) Mt
4 viehSockmaris (6)  softare
© vieb Categories () 4 softare
@ vieb Cookis 29)  softare
 vebstory 567) =
@ viessexch (9 M
B X Kepord s Mofmre
* ashuethits 4 softare
) Evolvessages  softare
5% Intrestng tens =
@ samrts y=
M  softare
o Reports  softare
 softare
 softare
 softuare
0 softare
 softare
 softare
 softare
4 softare
X softare
 softare
4 softare
 softare

Snapshot 10 - Installed Programs

4. Click on the Date/Time field to sort them in descending order

----- W Operating System Information {2)
o Ll'j Operating System User Account (8)

32 Resuts

Save Table 25 CSV
< Date/Time

20040827 15129:19 15T

2004 5t




= Date/Time Data 5o

2004-05-27 15:29:19 15T SUSPEC
2004-08-27 153:15:19 I5T SUSPEC
2004-08-27 15:12:15 15T SUSPEC
2004-08-25 15:56:11 IST SUSPEC
Z004-03-20 15:13:08 IST SUSPEC
2004-03-20 15:12:45 I5T SUSPEC
2004-03-20 15:10:04 IST SUSPEC
2004-03-20 15:09:035 I5T SUSPEC
2004-08-20 15:09:02 IST SUSPEC
2004-08-20 153:05:19 I5T SUSPEC
2004-03-20 15:07:25 I5T SUSPEC
2004-08-20 15:05:55 IST SUSPEC
2004-03-20 15:05:09 I5T SUSPEC

Snapshot 11 - Sorting the Date for Installed Programs

Only the installed programs with the date and time after 2004-08-19 22:48:27 IST are the

programs installed by the suspect.

Q10. What application was used for e-mail communication?

Answer:

There are five applications used for email communication by the suspect, and they are:

Forte Agent (Application)
Hotmail (Application)
MSN Explorer (Application)

Outlook Express (Application)

vk N e

Yahoo Mail from Web Browser
However, only Forte Agent and Yahoo Mail have evidence suggesting that they were used.
Analysis:

| used Autopsy and Excel to find out all the mail applications that were installed or used by the
suspect. We choose SUSPECT.001 because it is the DD image containing the OS and its files. The Mail
folder under the software registry file had the data relating to the Email applications in the OS. Web

History option under Results has the web history of the suspect. The web history gave information of



the suspect visiting Yahoo Mail. Only Forte Agent application had data under /Program Files/Agent/,

suggesting that Forte Agent was the only installed Email application used.

Evidence Analysed:

Hex Text Application File Metadata Coni=xi Results  Annotation

§SEPROTO.HIY ~
Anonymizer Bar
Anonymizer Plugin
Bogosoft
CO7faY
Clazses
Clients
Contacts
Internet Call

Tl
14

1
I-

[}

Forte Agent
Hotmail
MSM Explorer

Cutlook Express

Snapshot 12 - Installed Email Applications

Snapshot 12 shows the mail applications installed by the suspect.

Find Al End Next close

Shect Name  Cell _ value Formula

5y Web History 202104180509 9 Ju: wlogin?.rand=Tirrdoi00fl1kfirst=1

‘Web History 2021041805035 56520 | mkCycool_mailtm

Web sBs24
Web History Web History 58570
Web History Web History sB574
Web History Web sesos | hitpysbil
Web History Web History 585103 1110.22.443,55.0.1.1.
Web History v Web History 565106
Web History Web sBs111
Web History Web History s5113)
Web History v Web History $88131 FpY/BM
Web History Web ses184  template.files/email this.gif
Web History Web History $85262
Web History v Web History sB5264 T8 htmailprpl_309x60_0204.gif
Web History Web ses274  hitpysbil Lstylecss
Web History Web 585276
Web History v Web 85304 httpy/usit i
Web History GV Web History 585305 ttpi/us.al x  stacked.git
Web History Y Web History SBS318  httpy/usit tmailgif
Web History Web sBs332 1110.22.443.55.0.1.1 ¢
Web History Web History $85337  hitpy/bil
Web History v Web History $B5391
Web History Web 585393 1110_22.443.55.0.1_-1 0&dx=08YY=60138&htm
Web History Web History 85410 hitpy/usit it
Web History v Web History sB5413

50035.cs¢  Web History 202 s 88425 hittpu/usit
v Web $B5503 ity 1

Snapshot 13 - Used Yahoo Mail from Web Browser

Snapshot 13 shows that the suspect used Yahoo Mail from the web browser.

Steps Taken:

1. Click on the plus button beside the Data Sources



- |
EX8 = WData Sources
- ®| views
[E] Results
+ Tags
b e Reports

Snapshot 14 - Getting information on applications used for Email Communications — 1

2. Click on the plus button beside SUSPECT.001 data source

|= g Data Source
SUSPECT.001
WO Linalliocated:
vol2 {NTFS [/ exFAT (0x07): 63-9510479)
it vol3 (Unallocated: 9510430-9514253)
-B SUSPECT.002
F- 24 SUSPECT.003
P 3 SUsSPECT.004

T
]

Snapshot 15 - Getting information on applications used for Email Communications — 2

3. Click on the plus button beside vol2 (NTFS / exFAT (0x07): 63-9510479) disk

B Data Sources
=- &) SUSPECT.001

vol2 (MTFS [ exFAT (0x07): 63-9510479)

-yl &CarvedFiles (1006)

.. SExtend (5)
’hl Elnalloc (4)
li || Documents and Settings (7)

F 4 My Documents {11)
FF .L‘ Program Files (36)
|| RECYCLER (3)
| System Volume Information (3)
, Temp (2)
1} wIngs (103)
- L wiNDows (109)
----- vol3 (Unallocated: 9510480-3514259)
B & susepECT.002
-3\ SUSPECT.003

Snapshot 16 - Getting information on applications used for Email Communications — 3

4. Click on the plus button beside the WINDOWS folder



HELTLLEK, 1.3)
System Volume Information (3)
Temp (2)

= =n

(1l Apppatch (12)

----- L. Config (2}

----- L. Connection \Wizard {2)

----- {4 Cursors {188)

- {4 Debug (9

----- ',,: Downloaded Installations {3)
----- | Downloaded Program Files (3)
=1L Driver Cache (3)

- |g Fonts (194)

- [h Help (383)

bl ime (12)

----- (1} inf(1343)

[ L Instaler (8)

- [ java (@)

..... L Media (38)

Snapshot 17- Getting information on applications used for Email Communications — 4

5. Click on the plus button beside the system32 folder
(S o TR A

- [ security (1)

1! ‘srchasst {8)

1 1028
<[l 1031(2)
[l 1033(3)
-l 1037 ()
Bl 104100
[l 1042(2)
[l 1054 (2)

1 2052 (2)

Snapshot 18- Getting information on applications used for Email Communications — 5

6. Click on the config folder
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L8 oew Name sco Chenge Tme Aecess Tme CreatedTine Y Fogs(Dx)  Fiags(Mets) Knomn  Locaton =
0 spsem @) L systenprofie 060520 041GRSIST 20040527 210127 15T 20040820 UBRSIST 56 Mlocsted  Alocsted unkaon fimg_SUSPECT.001/voL ve2pWINDOWSfsystes: A
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fﬁ:'““‘fm Y spsenio6 1 ae0er 21163t GST ADHBI2IGEIST  AHIGIS2ZG0IST 1028 Alocatsd  locsted  inkoown g SUSPECT.001jvol voRWINDOWS]systam)
b i sysem.say 2 0H0019222620IST  OHOBI9ZISIST  0HE-A90SA00IST  20HI6-19 22261101 Mocsted  Alecsisd uninown fmg_SUSPECT.001/vel_ve WINDOWS]systend
B opat@ | TemoKeyi06 1 2060619 2226:19157 Z2FISIT ADLIISINIT 2D 2114 Mocsted  Alocated sknown g SUSFECT,01/vol_vol2 WINDOWSfsyste
W es(e userdiff 1 15T 0% 22:32:15 15T 5: 15T 2 Allocated Allocated unknown  fimg_SUSPECT. 001 fvol_vol2/WINDOWS/system3:|
0 i)  wadtios s P Mhcked  Acsod  sbnom g SUPECT 01l yawioOwSysan
;ﬁ ::fv'm ¥ userdffL06 o 0 Unslocated nknown g SUSPECT.001/vol_Yel2 WINDOWS/syatens

i () Macromed (3) < 5
3 Maosoft ()
£ ) wor @ Hex Text Aopication FieMetadata (o= Rests Amotatons Other Ocarrences

0 i) ~
W @

[ oobe (45)
B @

3 Restore ()
)
(1 shetext 2
B spod )

) usmt (23)

5 1) wben (159)
0 wes @

[ e @

L Tess ()

& Tenp

1 tan 329 v ©

Snapshot 20- Getting information on applications used for Email Communications — 7

8. From the Application tab on the bottom, click on the plus button beside



Name S € O Modified Time

(1 systemprofile Z004-08-20 04 18:25 15T
AppEvent.Evt 1 20040627 21:16:29 IST
default 1 20040627 21:16:33 15T

| defaultLOG 1 20040627 21:02:56 IST
defauit sav 1 200406-19 22:26:20 IST
SAM 1 20040627 21:16:33 15T
SAM.LOG 1 20040627 20:36:23 15T
SecEvent.Evt 1 200406-19.22,28:15 15T
SECURITY 1 20040827 21:16:33 15T

| SECURTTY.LOG 1 20040627 21:02:56 IST
software 1 20040527 21:16:3R 15T

|| software LOG 1 20040627 21:16:32 15T
software.sav 2 Z004-06-19 22:26:20 15T
SysEvent.Evt 1 20040627 21:16:29 IST
system 1 20040627 21:16:33 15T
system LOG 1 20040627 21:16:33 15T
system.sav 2 Z004-06-19 22:26:20 15T
TempKey.LOG 1 2004-08-19 22:26:18 IST
userdiff 1 2004-05-19 22:26:20 IST

= userdiff,LOG 1 Z004-05-19 22:26:20 15T

'S userdiff.LOG o 0000-00-00 00:00:00

<

Change Time
2004-08-20 04:18:25 5T
2004-08-27 21,16:28 15T
2004-08-2004,23:22 15T
2004-08-27 21,02:56 15T
2004-08-19 22,32:15 15T
2004-08-20 04,05:21 5T
2004-08-27 20,3823 15T
2004-08-19 22,3215 15T
2004-08-20 04,3403 15T
2004-08-27 21,02:56 5T
2004-08-27 20,58 44 5T
2004-08-27 21,16:32 15T
2004-08-19 22,32:15 15T
2004-08-27 21,16:28 15T
2004-08-27 21,0044 15T
2004-08-27 21,16:33 15T
2004-08-19 22,32:15 15T
2004-08-19 22:32:15 15T
2004-08-19 22:32:15 15T
2004-08-19 22:32:15 15T
0000-00-00 00:00:00

Access Time

2004-08-27 21,0127 15T
2004-08-27 21:16:29 15T
2004-06-27 21:16:33 15T
2004-08-27 21:02:56 15T
2004-08-19 05:30:00 15T
2004-08-27 21:16:33 5T
2004-06-27 20:36:23 15T
2004-08-19 22:29;15 15T
2004-08-27 21;16:33 15T
2004-08-27 21:02:56 15T
2004-08-27 21:16:33 15T
2004-08-27 21:16;32 15T
2004-08-19 05:30:00 15T
2004-08-27 21:16:29 15T
2004-06-27 21:16:33 15T
2004-08-27 21:16;33 15T
2004-08-19 05:30:00 15T
2004-08-19 05:30:00 15T
2004-08-19 05:30:00 15T
2004-08-19 05:30;00 15T
0000-00-00 00:00:00

Created Tme
2004-08-20 D418:25 15T
2004-08-19 22:2%:14 15T
2004-08-19 22:26:08 15T
2004-06-18 22:26:08 15T
2004-08-19 22:26;16 15T
2004-08-19 22:26:55 15T
2004-08-18 22:26:55 15T
2004-08-18 22:29:15 15T
2004-08-19 22:26:55 15T
2004-08-19 22:26:55 15T
2004-08-19 22:26:08 15T
2004-06-18 22:26:08 15T
2004-08-19 22:26;16 15T
2004-08-19 22:2%:15 15T
2004-06-19 22:26:06 15T
2004-06-18 22:26:08 15T
2004-08-19 22:26;16 15T
2004-08-19 22:26:14 15T
2004-08-19 22:26:08 15T
2004-08-19 22:26:08 15T
0000-00-00 D0:00:00

Size
56
65536
262144
1024
90112
262144
1024
65536
262144
1024
BES0752
1024
630784
65536
2621440
1024
383120
1024
262144
1024

o

Flags(Dir)
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allacated
Allacated

Unallocsted

FlagsMeta)
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Alocated
Allocated
Allocated
Allocated

Known

urknown
unknown
unknown
urknown
urknown
unknown
unknown
urknown
urknown
unknown
wnknown
urknown
urknown
unknown
unknown
urknown
urknown
urknown
urknown
urknawn

urknawn

e
&
fima_SUSPECT.00M fval_volZfWINDOWS s ystem3: -
fima_SUSPECT.001 fvol_valZWINDOWS /sy stem3:
fima_SUSPECT.001 fvol_valZWINDOWS fsystem3:,
[fima_SUSPECT.001 fvol_volZ(WINDOWS sy stem3:
fima_SUSPECT.00M fval_volZWINDOWS s ystem3:)
fima_SUSPECT.001 fvol_valZWINDOWS /sy stem3:)
fima_SUSPECT.001 fvol_valZWINDOWS /sy stem3:
[fima_SUSPECT.001 fvol_volZfWINDOWS sy stem3:
fima_SUSPECT.00M fval_volZWINDOWS s ystem3:,
fima_SUSPECT.001 fvol_valZWINDOWS /sy stem3:
fimg_ SUSPECT.00 fvol_volZMWINDOWS /sy stem3:
[fima_SUSPECT.001 fvol_volZfWINDOWS sy stem3:
fima_SUSPECT.00M fval_volZWINDOWS s ystem3:,
fima_SUSPECT.001 fvol_valZWINDOWS /sy stem3:
fima_SUSPECT.001 fvol _valZWINDOWS /sy stem3:,
[fima_SUSPECT.001 fvol_volZfWINDOWS sy stem3:
fima_SUSPECT.00M fval_volZWINDOWS s ystem3:,
Jirna_SUSPECT.001 fvol_velZiINDOWS fsystem3:

Location

fima_SUSPECT. 001 fvol_vel2fWINDOWS fsystem3:

fima_SUSPECT. 001 fvol_vol2{WINDOWS fsystem3:

fima_SUSPECT.001 fvol_vol2fWINDOWS fsystem3: v
>

Hex Texl Application hememdam

Results Annotations Other Occurrences

SSSPROTO.HIV A
| Anonymizer Bar
., Anonymizer Plugin
 Bogosoft
| Co7ftsy

o
Internet Call

StartiMenulnternet
| Gemplus
| GlobalSCAPE Inc,
| Lock@LAN %
.

9. Click in the plus button beside the Mail folder

SESPROTO.HIV
Anonymizer Bar
. Anonymizer Plugin
. Bogosoft
| CO7ftsY
. Classes
Clients
+- | Contacts

Call

g Agent

[ Hotmai

' . MSHM Explarer
Outlook Express

# (Default)

Media

i AL

Snapshot 21- Getting information on applications used for Email Communications — 8

Snapshot 22- Getting information on applications used for Email Communications — 9

10. The subfolders in the Mail folder contain the Email applications installed by the suspect



Hex Text Application  File Metadata Contexi Results  Annotation

| $$SPROTO,.HIV s :
] Anonymizer Bar
Anonymizer Plugin
Bogosoft
CO7fSY
Classes
Clients
Contacts
Internet Call

Farte Agent
Hotmail

MSM Explorer
Qutlook Express

-k BN

Snapshot 23- Getting information on applications used for Email Communications — 10

11. Click on the plus button beside Results

[+ &8 Data Sources

|‘— LEJ Results

..... |} Encryption Suspected (2)

----- = Extension Mismatch Detected {10}
----- % Instaled Programs (32)

----- £/ Metadata (14)

..... ®Z Operating System Information (2)
----- IE! Operating System User Account (3)
----- & Recent Documents (3)

..... % RunPrograms (31)

----- #  shell Bags (51)

- [l USE Device Attached (1)

----- ,’ Web Bookmarks (&)

----- ) weh Categories (2)

----- & Web Cookies (24)

----- =  Web History (887)

------ 4@ Web Search (4)

H- "4 Keyword Hits

- % Hashset Hits

[F- [ E-Mail Messages

F}— * Interesting Items

M @l Accounts

Tags

i3
ul

M|
:

Snapshot 24 - Finding the email website accessed with a web browser - 1



12. Click on Web History

E| Results

-8 Extracted Content
----- |_‘ Encryption Suspected {2)

----- ‘= Extension Mismatch Detected {10)
----- % Installed Programs (32)

----- <> Metadata (14)

----- W Operating System Information {2)
--\Bgl Operating System User Account (8)
----- = Recent Documents (8)

----- %! RunPrograms {51}

----- # shell Bags (51)

----- Ed USB Device Attached (1)

----- & web Bookmarks (&)
----- Q Web Categories {2)

..... s VED Searc
[~ "+ Keyword Hits
W Hashset Hits
+- [ E-Mail Messages
[ * Interesting Items
|_¢:--|ﬂ_| Accounts

E Tags

Reports

Snapshot 25 - Finding the email website accessed with a web browser - 2

13. The tab on the right side will show all the web history for the suspect’s web browser. Click

on Save Table as CSV to export the web results.

€ & [wo -
Ve try 7 e
[Table et

B Resis
= B Exvacted Content
[ Encryption suspected (2
= Extension Misnatch Detected (10)

Referrer URL  Programilame 4 Domain

%) staed rograns (32
<> Metadata 19)

4 Operting System informaton ()
5§ Operatng System User Acount (5

59 &Ml Mesaages
5K Inerestng tems
@) Acounts

8 T

20040820 15132:46 15T

Snapshot 26 - Finding the email website accessed with a web browser - 3

14. Save the Excel file and open it.



M Save x

Save in: Assignment-1 el ? oy *

File name: Web History 20210413050335 [

Network Files of type: | ey file e | Cancel

Snapshot 27 - Finding the email website accessed with a web browser - 4

15. Press ctrl+f to open find dialog box on the excel sheet

C ) E F

URL Date Acce: Referrer U Program NDomain  Username Data Source
atwola.col 2004-08-20 19:05:19 Internet E» atwola.col Co

cnn.com/ 2004-08-20 19:05:21 Internet E> cnn.com  Cookie:mr SUSPECT.001
search.ms| 2004-08-20 21:27:41 Internet Exmsn.com  Cookie:mr SUSPECT.001
yahoo.con 2004-08-25 1 Internet E» yahoo.con Cookie:mr SUSPECT.001
revenue.n(2004-08-20 21:21:55 Internet E» revenue.n¢ Cookie:mr SUSPECT.001
www.cnn. 2004-08-20 19:05:19 Internet Excnn.com  Cookie:mr SUSPECT.001 find  Replace
fastclick.n 2004-08-25 1: Internet Es fastclick.n: Co

doubleclic| 2004-08-25 15: Internet E» doubleclicl Cookie:mr SUSPECT.001
atdmt.con 2004-08-27 15:42:53 Internet E» atdmt.con Co

servedby.c 2004-08-25 15:51:11 Internet £ advertising Cookie:mr SUSPECT.001
centrport.| 2004-08-25 1: Internet £ centrport.( Cookie:mr SUSPECT.001
list.ru/  2004-08-2515:54:05 Internet B>list.ru  Cookie:mr SUSPECT.001
advertising 2004-08-25 15:51:11 Internet E» advertising Co A Find All
tribalfusio 2004-08-25 15:51:06 Internet E> tribalfusio Cookie:mr SUSPECT.001
www.mak 2004-08-27 1 Internet E maktoob.c Co

www.drud 2004-08-25 15:50:45 Internet s drudgerep: Cool

http://ww 2004-08-20 15:32:12 Internet E» 2600.com Mr. Evil  SUSPECT.001
http://us.f 2004-08-20 15:38:23 Internet > yahoo.con Mr. Evil  SUSPECT.001
mkC:/cool 2004-08-20 21:15:02 Internet £ Mr. Evil  SUSPECT.001

http://ww 2004-08-25 16:13:01 Internet > microsoft. Mr. Evil  SUSPECT.001

Internet E»cnn.com  Mr. Evil  SUSPECT.001

Find and Replace

Findwhat: |

Options >>

Internet E» wardriving Mr. SUSPECT.001
Internet E» ethereal.ci Mr. SUSPECT.001
Internet E» yahoo.con Mr. SUSPECT.001
Internet £ mosnews.( Mr. SUSPECT.001

SUSPECT.001

Snapshot 28 - Finding the email website accessed with a web browser - 5

16. Type mail in the box and click on Find All button



Find and Replace ? X

Find Replace

Find what: rail W

Options ==

Find All Find Mext Close

Snapshot 29 - Finding the email website accessed with a web browser - 7

17. Now we can see the history that contains the word mail

Find and Replace ?
Find Replace
Find what: | mail
options >>
Find All Close
Book Sheet Name Cell  value Formula
Web History Web History s8s10
‘Web History Web History $8520  mkcy/cool_mailhtm
Web History Web History s8sas 1
Web History Web History 58570
Web History Web History sBs74
Web History Web History s8sa4  http://billing mailyahoo.com/bm/MailReg?.v=6
Web History Web History 585103 £ 1110.22.443 55.0_1_1_08ldx=
Web History Web History 585106
Web History Web History $8s111 1
Web History Web History $85118  billingmailyahoo.com
Web History Web History 8 $85131  httpy//billing mailyahoo.com/bm/MailReg?.v=6
Web History Web History $BS184  hitpy//www.cquis.com/mainpages/hackoo_template files/email this gif
Web History Web History 585262
Web History Web History $BS264  hitp://spe.atdmt.com/b/AAAVEMSFTONM/S_T8_htmailprpl 309x60_0204,gif
Web History Web History $85274  http://billing mail yahoo.com/info/mail style.css
Web History Web History 585276
Web History Web History $8S304  hitpy//usi1 it
Web History Web History $85305  hitpy//us.al ¥  stacked it
Web History Web History s8s318  hitpy//usi1 tmail.gif
Web History Web History 585332 £ 1110.22.443.55.0.1.-1 ¢
Web History Web History $85337  httpy//billing mailyahoo.com/bm/MailReg?.v=6
Web History Web History s8s391 1 = h
Web History Web History 585393 +_1110_22.443 55_0_1_-1_0&Ic=08YY=60138&htm
Web History Web History $BS410  hitpy//us.il. it
Web History Web History 585413
Web History Web History $85425  http://us.1.yimg.com/us yimg.com/i/ww/mail git
Web History Web History 585503 Y
Web History Web History 585517
Web History Web History 585541 d= i
Web History Web History 8 $85592  httpy//us.1.yimg.com/us yimg.comyi/buzz/mail.gif
Web History Web History 585625 1 = Ig%3d
Web History Web History s8s643  hitpy/us.al 84128 bl
Web History Web History $BS656  http://us.1.yimg.com/us yimg.comyi/wap/wap_mail.git
Web History Web History $BS662  http://www.microsoft.comylibrary/mnp/2/gif/meil.git
36 cellis) found

Snapshot 30 - Finding the email website accessed with a web browser - 8

The suspect accessed only Yahoo Mail.

Q14. What was the e-mail account used by the suspect?

Answer:

The suspect used two Email addresses, they are:

1. whoknowsme@sbcglobal.net (Forte Agent)

2. mrevilrulez@yahoo.com (Yahoo Mail)




Analysis:

Going through the web history gave the email address used by the suspect. The web history with the
domain yahoo and the URL containing the keyword login is the best place to look for the email
address. As Forte Agent is an application installed on the system, going through the Program Files in
SUSPECT.001 can give data and files related to Forte Agent. Agent folder from Program Files contains
the data of the Forte Agent application. The Data folder from the Agent folder has the file AEGNT.ini

which has the email address used by the suspect in the Forte Agent application.

Evidence Analysed:

Hex Text File Metadata Results Amnotations Other Occurrences

Strings  Indexed Text

Page: 1 of 1 Page Matches on page: - of - Match 100% | OB Reset Text Source: | Flle Text v

Visited: Mr. Evil@http://edit.yahoo.com/config/id check
¥ahoo! ID Helper

URL

Visited: Mr. Evil@http://edit.yahoo.com/config/last? HES HES . sre=yms . done=s_partner=s.branch=;.testid=none
Welcome to Yahoo!

URL

Visited: Mr. Evil@htrp://edit.yahoo.com/config/last subscribe
URL
Visited: Mr. Zvil@http://us.f€13.mail yahoo.com/ym/login?.rand=71lrrdoi00fllrs firse=1 ]

¥ahoo! Mail - mrevilrulez@yahos. com

s
Visited: Mr. Evil@http://us.f€13.mail yahoo.com/ym/ShowLetter?Search=ildx=04¥Y=908025. first=ltorder=dounssort=dateipos=0

URL w
Snapshot 31- Yahoo Mail Email Address
From snapshot 31, we can find the email address used by the suspect to log in to the yahoo mail.
Hex Text Ap File Metadata Results Annotations Other Ocourrences
Strings  Indexed Text
Page: 1 of 1 Page Matches on page: - of - Match 100% | S| Reset Text Source: | File Text v
7For information about the settings im this file,
7search for ACENT.INI in the online help.
[Profile]
e
Us hoknowsme@sbcglobal .net” ¥
a

Snapshot 32 - Forte Agent Email Address
From snapshot 32, we can find the email address used by the suspect to log in and use Forte Agent.

Steps Taken:

1. Dosteps 11 and 12 from Q6.

2. Click on Domain to view the URL in Descending order (easier to find yahoo domain)



SaveTableasCSV |
Source Fie s co Date Accessed Referrer URL  Program Name L)semame Data Sumcﬁ}@
Z index.dat 1 httpeffus.iL,yimg.cam{us.yimg. comfifus fheeljuh_bk.gif 2004-08-25 15:26:05 15T Internet Explorer  yimg.com SUSPECT.00 A
= index.dat 1 hkpilfus.ityimg allsart_dn_L.f 2004-08-20 15:38:26 15T Internet Explorer  yimg.com SUSPECT.00
T index.dat 1 hidpifus.al,vima N super_v3 08160400 2004-08-20 15:36,31 15T Internet Explorer  yimg.com SUSPECT.00
= index.dat 1 htpiffus.itvimg e _tigif 2004-05-20 15:38:40 1ST Internet Explorer.  yimg.com SUSPECT.00
T index.dat 1 htpaffus.ityimg.c ifblusire_ne3cs_sw_L.gf 2004-05-20 15 Internet Explorer  yimg.com SUSPECT.00
T index.dat 1 hitpsiijsec.yimg,comjus. yimg.com/bjreg/yh.css 2004-05-20 15 Intemst Explorer  yimg.com SUSPECT 00
Z index.dat 1 httpefus.it.yima.comjus.vimg. comfifus fpim/eljbulbd if 2004-08-20 15:38:21 15T Internet Explorer  yimg.com SUSPECT,00
Z index.dat 1 httpeffus.iLying. comfus.yimg. comfifus fpimFidftc L gf 2004-08-20 15:38:40 15T Internet Explorer  yimg. com SUSPECT.00
Z index.dat 1 httpe/us.iLyimg. com{us.yimg alligt_lo_1.qf 2004-08-20 15:38:26 15T Internet Explorer  yimg.com SUSPECT.00
E index.dat 1 httpi/fus.al.yimg. 104_726_jsp_t i 2004-06-20 15:38:27 15T Internet Explorer  yimg.com SUSPECT.00
T index.dat 1 htpifusityvima _weacs_ne_Laf 2004-08:20 15:38:42 15T Internet Explorer  yimg.com SUSPECT.00
= index.dat 1 htpiffus.ityimg hoké5_S0.j0g 2004-08-25 15:26:08 15T Internet Explorer.  yimg.com SUSPECT.00
T index.dat 1 htpaffus. it yimg 7. 2004-05-20 15:30:31 15T Internet Explorer  yimg.com SUSPECT.00
T index.dat 1 htpifus.iL.yimg.comjus.yimg.comjijspacer i 2004-08-20 15:38:55 15T Intemst Explorer  yimg.com SUSPECT 00
T index.dat 1 htpifus.al.yimg.c 2525 2004-08-20 15:38141 15T Internet Explorer  yimg.com SUSPECT.00
Z index.dat 1 httpe/fus.itiying.comfus.yimg. comfifspace. gif 2004-08-25 15:25:43 15T Internat Explorer  yimg. com SUSPECT.00
Z index.dat 1 httpe/us.iLyimg. com{us.yimg box_2.4pg 2004-08-20 15:34:19 IST Internet Explorer  yimg.com SUSPECT.00
E index.dat 1 httpefus.iL.yimg. com{us.yimg. comfifus fpim/el/shift 1. gif 2004-08-20 15:38:41 15T Internet Explorer  yimg.com SUSPECT.00
T index.dat 1 http:/Jus.al.yimg. B )_blu_84x28_yahoo, gif 2004-08:25 15:25:43 15T Internet Explorer  yimg.com SUSPECT.00
= index.dat 1 htpiffus.ityimg |_m_t.gif 2004-0-20 15:38:40 1ST Internet Explorer.  yimg.com SUSPECT.00
T index.dat 1 ttpiffus. sl yima.comfus. vimg.com/sjcojconsurmer_infojce_b_25x25_ 0803 3.0F 2004-08-20 15:38:40 15T Internet Explorer ying.com SUSPECT.O0 o,
<G >
Snapshot 33 - Finding suspects Yahoo Mail email address - 1
3. Scroll down to the yahoo domain
o -
eb History 87 Results
Table Thumbnai
SaveTableascsy |
Source File 5 C O UL Date Accessed Referrer URL  Program Name = Domain Username Data Swr&@
T index.dat 1 hitpifiusitvimg. alliot_b_dd_z.f 2004-08-20 15:38:30 15T Inkemet Explorer  yimg.com SUSPECT.O0 A
T index.dat 1 httpfjus.it vimg o 3 gf 2004-08-20 15:38131 15T Intemet Explorer  yimg.com SUSPECT.00
E index.dat 1 hitpifius.al.yimg.comjus.yimg.com/af1-Jflashichryslet (040824 300X 0D, wFcickTAG=, ., 2004-08-25 1525145 15T Internst Explorer  yimg.com SUSPECT.00
T index.dat 1 hitpifius.isLyimg.c if5n_L i_blue_all.css 2004-08-20 15:38:35 15T Inkernet Explorer  yimg.com SUSPECT.00
= index.dat 1 http:ffus.it yimg.com/us.yimg. _erl.gf 2004-D6-20 15:38:30 15T Inkernet Explorer  yima.com SUSPECT.O0
E index.dat 1 htpfius.is1 yima.com/us. vimg. com/ibfeomman/yg_csstare.is 2004-08-25 15:26:05 15T Internet Explorer  yimg.com SUSPECT.00
 index.dat 1 httpfius.il yimg.com/us. yitg.com/ifwu/dn.af 2004-08-25 15:25144 15T Internet Explorer SUSPECT, 00
Ermae
= index.dat 1 hitpifius.fel ; 2004-08-20 15:38:23 15T Inkemet Explorer  fyahoa.com M, Evi SUSPECT.00
= index.dat 1 it e yahoo.com]_ylh=30DMTBIMZERY WFOBFSTAZIIMTY XD ... 2004-08-25 15:26:02 1ST Interet Explarer  fvahoo.com M, Evi SUSPECT.00
= index.dat 1 it ffedt.yahoo.com/confinfeval_register? y=Ruinti=Snew=18, dane=Gsrc=ymiLpart, ., 2004-08-20 15:34:27 15T Internst Explarer  fyahoo.com M, Evi SUSPECT.00
T index.dat 1 hitpifius.515.mal yah = 2004-08-20 15:38:27 15T Internet Explorer  fyahoo.com e, Evl SUSPECT.00
= index.dat 1 hitpiffectyahoo.comfconfiglid_check 2004-08-20 15:35:47 15T Intemet Expiorer  fyahoo.com i, Evl SUSPECT.00
2 index.dat 1 hitpiffedt yehoo.comfcorfigiregister” 2004-08-20 15:38:101 15T Intermet Explorer  fyahoo.com . Evi SUSPECT.00
 index.dat 1 httpfjus.Fe13.mall yahoo, comfym/Logout ¥y =276308. first=18inc=2580rder=downasa, ., 2004-08-20 15:38;45 15T Internet Explorer  fyahoo.com i, Evil SUSPECT.O0
T index.dat 1 http:fistory.news. yah if=S64ancid . 2004-08-25 15:26:09 15T Internet Explorer  fyahoo.com . Evil SUSPECT.O0
= index.dat 1 http:ffus.fFe13.mal.yahoo at die=0RYY = First=18cr,., 2004-06-20 15:38:34 15T Internet Explorer  fyahon.com wr. Evl SUSPECT.O0
E index.dat 1 hitp: e yahoo.com)_ylh=5300f “AZIIMTY XN 2004-08-20 15:34:16 15T Irternet Explorer  flyahoo.com Mr, Evil SUSPECT.00
E index.dat 1 hitpi /i yahoo.com 2004-06-25 15625145 1ST Internet Explorer  fvaho.com r, Evi SUSPECT.00
T index.dat 1 hitp:ffedit.yahoo.comfcorfig/iast_subscribe 2004-08-20 15:38:11 1ST Inkernet Explarer  fyahoo.com . Evil SUSPECT.00
= index.dat 1 hitpifiedt yahoo.com/config/last?, scrumb=4NGEEE eUTHGE, crumb=NQeEEUTHGE St . 2004-06-20 15:38:07 15T Inkemet Explorer  fvaho.com i, Evl SUSPECT.0
<1 >

Snapshot 34 - Finding suspects Yahoo Mail email address - 2

4. Select the web history that contains login as the keyword



Listing

-

/b History

Table  Thumbnai

SaveTable ssCSY |

637 Results

Source File 5 C 0 W Date Accessed Referer URL  Frogramame  — Domain Username Data Suurc&@
E index.dat 1 hitpffus.iLyimg.comfus.vi 2ljbt_b_dd_2.qf 2004-08-20 15:38:30 [ST Internet Explorer  yimg.com SUSPECT.00 A
E index.dat 1 hiepifjus.it vimg _az.qf 2004-05-20 15:36:31 [5T Internet Explorer  yimg.com SUSPECT.00
E index.dat 1 https/fus.al.yimg.comfus. yim, comfai1-{flashichrysier /040824 _300x100 swiocickTAG=. ., 2004-08-25 15:25:45 [ST Internet Explorer  yimg,com SUSFECT.00
E index.dat 1 hitp, 1. vimg. n_t |_blue_all.css 2004-08-20 15:38:36 IST Internet Explorer  yimg.com SUSPECT.00
Z index.dat 1 hetpefus.itiyimg. comfus.yimg _erlogi 2004-08-20 15:38:30 15T Internet Explorer  yimg.com SUSPECT.00
Z index.dat 1 http:/fus.js1.yimg.com/us.img.com/libfcommon/ya_csstare.js 2004-08-25 15:26:05 15T Internet Explarer  yimg.com SUSPECT.O0
Z index.dat 1 https{us.il.yimg, comfus.yimg, com/ifwesfdn. g 2004-08-25 15:25:44 15T Intermet Explorer  yimg.com SUSPECT.00
E index.dat 1 yahoo,com/ Internet Explorer SUSPECT.00

ind
E index.dat 1 htkpsdfuyahoo.co Internet Explorer i, Evi SUSPECT.00
= index.dat 1 ttpsfedit,y shon,com)configfeval rester?, v=inti=tnew=18, done=t, src=ymipart.., 2004-08-20 15:34:27 [ST Internet Explorer  yahoo.com M. Evil SUSFECT.00
E index.dat 1 ttpfus.fe13.mal.yah IderPrr=761 2004-06-20 15:36:27 [5T Internet Explorer  yahoo,com . Evi SUSPECT.00
E index.dat 1 http:/fedit.yahoo:.com{configlid_check 2004-08-20 15:55:47 15T Internet Explorer  yshoo.com Mr. Evil SUSPECT.OD
T index.dat 1 httpy/fedit.yahoo,com{canfig/reqister? 2004-08-20 15:38:01 15T Internet Explarer yahao.com . Evil SUSPECT.O0
F index.dat 1 http:fus.f613,mail.yshoo.comjymiLogout?ry=276308 first= 18inc=2560rder=downasa. .. 2004-08-20 15:38:45 15T Intermet Explorer  yahoo.cam M. Evil SUSPECT.00
= index.dat 1 httpyfstory h id=564@ncid 2004-08-25 15:26:09 15T Internet Explarer  yahoo.cam Wr. Evil SUSPECT.O0
E index.dat 1 htpffus.fé13.mal.yah etterSeard] = first=180r.., 2004-08-20 15:36:34 IST Internet Explorer  yahoo,com M, Evil SUSPECT.00
E index.dat 1 it funs,yshoo,com]_ylh=3300 AZLMTVAND | 2004-08-20 15:34: 16 15T Internet Explorer  yahoo.com i, Ev SUSPECT.00
= index.dat 1 httpfwes.yzhos,com 2004-08-25 15:25:45 [5T Internet Explorer  yahod.com M. Evil SUSPECT.00
E index.dat 1 http:/fedit.yahoo.comjconfigflast_subscribe 2004-08-20 15:38:11 [ST Internet Explorer  yahoo.com M, Evil SUSPECT.O0
E index.dat 1 hitpfedit.yshoo,com) configflast?. scrumb=NOsEERU7HGE, crumb=rNOSEE suHGR.src... 2004-05-20 15:36:07 [ST Internet Explorer  yshoo.,com . Evil SUSPECT.O0
<0 >
Snapshot 35 - Finding suspects Yahoo Mail email address - 3
5. Onthe bottom panel, click on the text tab
887 Results
Table Thumbnail S
[ SaveTebleascsv

Source File § C O UL Date Accessed Referrer URL ~ Program Name = Domain Username Data Source,
E index.dat 1 httpiifus.il yimg, alfot_b_dd_2.qf 2004-06-20 15,3330 15T Intermet Explorsr yima,com SUSFECT0 A
E index.dat 1 hbpiifusil yimg,  cr3gf 2004-06-2015,38:31 15T Intermst Exglorsr yima,com SUSPECT,00
E index.dat 1 hbtpjjus.at yimg,comjus.yimg, comis/L-lashjchryslen040824_300x100, swi7cickTAG=. , 2004-08-25 152545 15T Intermet Explorer yimg.com SLISPECT,00
E index.dat 1 hitpsjjus.jst yimg. comius i iisin_t |_biue_allcss 2004-08-20 15 Internet Explorer  yimgucom SLISPECT.00
E index.dat 1 httpifusilyimg _ert.af 2004-08-20 15 Intermet Explorsr yimg,com SUSPECT, 00
E index.dat 1 htepfus.ist.yima. camius. yimg.com/libfcommonyya_csstare s 2004-08-25 15:26:05 IST Internet Explorer  yimg.com SUSPECT.00
Z index.dat 1 bt fjus.ilyimg.comfus. yimg. com/ifvmsidn, o 2004-08-25 1525144 15T Internet Explorer  yimag.com SUSPECT, 00
E index.dat 1 yahooscom/ 2004-08-25 15:26:44 15T Internst Explorsr  yahoo,com Cookizinr, evl SUSPECT.00

in

E index.dat 1 i o, com_vlh=¥300H A2TIMTYAND . 2004-08-25 15:26:02 15T Internst Explorsr  yahoo,com . Evil SUISPECT,00
E index.dat 1 hbtpjjedit.yahoo comjconfinfeval_register?, v=uint=&new=1&.done=tusrc=pmBpart, . 2004-08-20 15:34:27 15T Intermet Explorer  yahoo,com M, Evil SLISPECT,00
E index.dat 1 httpijjus.Fa13mail yah = 2004-08-20 18:38:27 15T Internst Explorer  yahoo,com i Evil SLISPECT.00
E index.dat 1 hittpyjfed.yahoo comjeonfinfid_chek 2004-08-20 153547 15T Intermet Explarer  yahoo,com o Evi SUSPECT,00
E index.dat 1 httpjjedt.yahoo comfeonfigfregister? 2004-08-20 15:38:01 15T Internet Explorer  yahoo.com i, Evi SUSPECT.00
E index.dat 1 hiy 61 il yahoo com/ymfLogout?yy=: . First=18dnc: 1 2004-08-20 15:38:45 IST Inkernet Explorer  yahoo.com M, Evil SUSPECT,00
E index.dat 1 hipiffstary h id=5648n0 2004-08-25 15:26:09 15T Intermst Exglorer  yshoo,com ., Evil SUSPECT.00
E index.dat 1 httpijus.Fe13.mail vaf T5ear = first=18or.., 2004-08-20 15:36:34 15T Intemst Explorsr  yahoo,com i, Evil SUSPECT.00
E index.dat 1 hittpjjuw.yahoo,com!_ylh=5300 AZLIMTYAND . 2004-08-20 15:34:16 15T Intermet Explorer  yahoo,com i, Evil SLISPECT,00
E index.dat 1 hitpjjuww.yahoo,com 2004-08-25 15:25:45 15T Intemnet Explorer  yahoo,com i, Evil SUSPECT,00
Z index.dat 1 hitp:ffedit.yahoo.comjeonfigflast_subscribe: 2004-08-20 15:38:11 15T Internet Explorer  yahoo.com i, Evil SUSPECT.00
Z index.dat 1 http:ffedit.yahoo.comfeonfiflast?.scrumb=xnc) crUmB=XNCy stc... 2004-08-20 15:38:07 15T Inkernet Explorer  yahoo.com i, Evil SUSPECT,00

<} >

He: Fie Metadata o7 Resuts Annotations = Other Cecurrences

Strings Indexed Text 1+

Page: 1 of 1Page - Matches on page: - of - Match Text Source: | File Text v

Client UrlCache MMF Ver 5.2 &)

HASH

axs]

en;

URL

Visited: Mr. Evil@file:///D:/Drivers/Anonyymizer/keys.txt

URL

Visited: Mr. Evil@about:Home

{DEEFA160-8640-01C4-0000-0000B38€8648}

URL

Visited: Mr. Evil@file:///C:/ les/x /index. html

Anonymizer.com - About the Standard Privacy Toolbar Settings and Features

v

uaL

Snapshot 36 - Finding suspects Yahoo Mail email address - 4

6. Scroll down a bit in the text tab



Hex Text Ampics File Metadata Cor = Resuits Amnotations Other Occurrences

Strings  Indexed Text Trrsianon

Page: 1of 1 Page Matches on page: - of - Match ‘ 100% | 9B Reset

Text Source: |File Text

Visited: Mr. Evil@http://edit.yahoo.com/config/id check
Yahoo! ID Helper

URL
Visited: Mr. Evil@hvep://edit.yahoo.com/config/last?. THE: THZS . sre=yme.done=s.partner=s.branch=s.testid=none
Welcome to Yahoo!

URL

Visited: Mr. Evil@http://edit.yahoo.com/config/last subscribe

URL

Visited: Mr. Zvil@htrtp://us-f€13.mail yshoo.com/ym/login?.rand=7lrrdoid0Zllke first=l
Yahoo! Mail - mrevilrulez@yahoo.com —ife— |

sy

Visited: Mr. Evil@hvtp://us. f£613.mail yahoo.com/ym/ShowLetter?Search=sld¥=0&YY=90802& firss=l B
URL

Snapshot 37 - Finding suspects Yahoo Mail email address - 5

We can find the eMail Id that is used for logging in.
7. Follow steps 1 to 3 from Q10
8. Click on the plus button beside the Program Files folder

[~ Data Sources
=3 suspECT.001

jisi voll (Unallocated: 0-62)
[=h o wol2 (NTFS [ exFAT (0x07): 63-9510479)
-y S0rphanFiles (1)
u,. sCarvedFiles (1008}

[l &Extend (5)
¢ Sunalloc {4)
|\ Documents and Settings (7)

Accessories (3)

Agent (20)

Anonymizer (&)

Cain (39)

CHAT {2)

Common Files (8)
ComPlus Applications {2)
L LEY Direct¥ £3)

&
=HE

Snapshot 38 - Finding suspects Forte Agent email address - 1




9. Click on the plus button beside Agent Folder

|:

& Data Sources
[=-Z4 SUSPECT.001
i voll (Unallocated: 0-62)

£0rphanFiles {0)
&CarvedFiles {1008)
SExtend (5)
sUnalloc {4)

My Documents {11}
Program Files {38)
L 123wase (9)

N s
[l Data (36)
1 Anonymizer (5)
“
i
L

Cain {39)
CHAT (2)
Commen Files (8)

Documents and Settings (7)

Snapshot 39 - Finding suspects Forte Agent email address - 2

10. Click on the Data folder

=]

3 et Sources
& B susecr.oon

volt (Unallocated: 0-62)
VOI2 (NTFS / exFAT (0407): 63-9510479)

vol2 (NTFS [/ exFAT (0x07): 63-9510479)

0144145 15T

2004-08-25 21:42:38 15T
20040825 21:43:39 15T
2004-08.25 21144131 15T

2004-08.25 21:44:

57157 a7

06 157 16738
515 ests
201 15T auisT a0

15T @

753157

Flogs(0r)
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated
Alocated

Flags(ietz)
Alocated
Alocated
Alocted
Albcated

Al

Alocated
Albcated

Alocated

Aloce:
Alocated
Alocated

Al

Alocaed
Alocated
Alocated
Alocsted
Albcaed
Alocated

Alocated

Known
inknonn
[
ko
ko
koo
wlaown
ko
ko
ko
wlown
o
ko
ko
wknown
wkaown
ko
ko
wnknown
ko
ko

[

Save Table 25 CSV

Location

[

001jvol_voz{Program FiesfAgent, A

ISPECT 001 vo_yvolzfProqram FiesfAgert,

jma _SUSFECT 001 vo_vo2iPecaram FissiAger,

imq_SUSPECT.001vol_vol2{Program Fiesfagen,

ISPECT.001vol_vozjProgram Fies/Ager,

ima_SUSPECT. 001 vol_vczfProgram

g _SUSFECT 001 vol_vozfProqram FisclAger,

mg_SUSPECT.001vol_vol2fProgram

ma_SUSPECT.001jvol_yclfProgram

Nene
W sOpharries ()
V. SCervedries (1005) 1 fament folder]
) seend 5) 1 farent folder]
W stndloc () Lemo
1) Documents and Setings 7) oo0n0152.087
S Moy oo0152.0
1 prosramFies 36) N
1 12 0 o0000157.047
5 Accessores () 0000015710
& Agent (20) 00000158.DAT
00000155,
v
& o000 DAT
- Con () 00004 X
L auwr@ o0000480.087
5 CommanFies 6) 00000480,
1 Conphs Appicatons
15 st 0000481087
5 Etheres 35) ooo0s810K
-0 Faber Toys (10) 00000025,087
L GobascaPE () 000000281
5 ntemet Exloces (10) P
5 LookeLaN (19
1 Messenger (19) i
- miaosoft frontpage (3) 00001656.047
5 ) mRc (16) 00001698,
5 1 MovieMoker ) @
B0 s
51 M Goming Zore ()
1 Neteetng (23)

Snapshot 40 - Finding suspects Forte Agent email address - 3

11. In the right tab, locate the file AGENT.ini and click on the AGENT.ini file



Name
00000D28.DAT
00000D28.1DX
0000 165F.DAT
0000 168F.1DX
00001698.DAT
00001698.1DX

T,

aI

|fimg_SUSPECT.001vol_vol2/Program Fles/Agent/Data
Table | Thumbnal  Smmery

5 € O ModifiedTme

2004-08-25 21147086 IST
2004-0-25 21147115 [ST
2004-0%-25 21132131 IST
2004-08-25 21:47:40 [ST
2004-08-2521:47:53 IST

B e e

2004-08-25 21148107 IST

2004-05-21 01:17:30 15T

Change Time
2004-08-25 21:47:06 15T
2004-08-25 21147115 IST
2004-08-25 21:32:31 15T
2004-08-25 21:47:40 15T
2004-08-25 21:47:53 15T
2004-08-25 21:48:07 15T
04-05: 5i07 15T
2004-08-21 01:17:30 15T

Access Time
2004-08-25 21:47:15 15T
2004-08-25 21;47:15 15T
2004-08-25 21:32:31 15T
2004-08-25 21:47:40 15T
2004-08-25 21:48:07 15T
2004-08-25 21:48:07 15T
0 8:07 15T
2004-08-21 01:17:30 15T

Created Time

2004-08-25 2113313 15T
2004-08-25 2113313 5T
2004-08-25 21:32:30 15T
2004-08-25 21:32:30 IST
2004-08-25 21:92:33 IST
2004-08-25 213233 15T

Size
11673
6686
34304
2794
10752

Flags(Dir}
Alocated
Alocated
Allocated
Alocated
Alocated
Alocated

Flags(Meta)
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated

Known
unknown
unknown
urknomn
unknown
unknown

unknown

36 Resuilty

Save Table as CSV
Location \@

Jimg_SUSPECT. 001 wel_velzjProgram Filesfagent, 2
[img_SUSPECT, 001 /vol_volzjProgram FilesfAgent,
fima_SUSPECT,001 /vl _volziProgram FilesfAgent,
fima_SUSPECT, 001 jvel_volZiProgram FilesfAgent,
Jimg_SUSPECT. 001 wel_vol2iProgram FilesfAgent,

fima_SUSPECT. 001 jviel_volzPragram Filssfagent,

1g_SLISPEC o agram Fil:
fima_SUSPECT, 001 jvel_volziProgram FilesfAgent,

|| erroriog.txt i Alocated  Allocated  unknown
FILTERS.DAT 0 2004-03-21 04 2004- 1011730 IST|6 15T 2004-D8-21 02:43:06 15T Alocated Allocated unknown  fima_SUSPECT, 001 vol_volZiFrogram FilesiAgent,
FILTERS.IDX 0 2004-08-21 02:43:06 IST 2004-08-21 02:43:06 15T 2004-08-21 02:43:06 IST 2004-08-21 02:43:06 IST 0 Allocated Allocated unknown fimg_SUSPECT.001/wol_volZiProgram FilesfAgent,
GROUPS.DAT 1 2004-08-25 21:27:34 IST 2004-08-25 21:27:34 1ST 2004-08-25 21:27:34 IST 2004-08-21 00:58:37 IST 835657 Allocated Allocated unknown fimg_SUSPECT.001/vol_volziProgram Filesfagent,
GROUPS. IDX 1 2004-08-25 21:48:07 ST 2004-08-25 21:48:07 15T 2004-08-25 21:48:07 IST 2004-08-21 D0:58:37 15T 568944 Allocated Allocated unknown firng_SUSPECT, 001 vol_vol2iPragram Filesfagent,
GRPDAT.BAK 1 2004-08-21 02:4307IST  2004-08-2521:27:34 IST  2004-08-25 21:27:34 15T 835578 Alocated Allocated urknown fimg_SUSPECT, 001 vol_vol2fProgram FilesiAgent,
GRPIDX.BAK 1 2004-05-21 024307 IST  2004-05-2521:27:34 15T 2004-08-25 21:27:34 15T Se8EE0 Alocated Allocated unknown fimg_SUSPECT, 001/ vol _vol2iProgram FilesiAgent,
RANGES.BAK 1 2004-08-21 02430757  2004-08-2521:27:34 15T  2004-08-2521:27;34 15T 2004-08-21 00:S&:37IsT 64 Alocated Allocated urknown fimg_SUSPECT, 001/ vel_volzfProgram Files/Agent,
RANGES.DAT 5 2004-08-25 21:33:16 [ST 2004-08-25 21:33:16 15T 2004-08-25 21:33:16 IST 2004-08-21 00:58:37 IST 704 Allocated Allocated unknown fimg_SUSPECT.001wol_vol2iPragram Filesfagent,
urltype.dat z 2004-08-21 D0:58:38 IST 2004-08-21 00:58:38 15T 2004-08-25 21:25:36 IST 2004-08-21 00:58:33 IST 5430 Alacated Allocated urknown fimg_SUSPECT.001/wal_vol2fPragram Filesiagent,
VVORDS.DAT [} 2004-08-25 21:32:56 [ST 2004-08-25 21:32:56 15T 2004-08-21 02:43:06 IST 2004-08-21 02:43:06 IST i} Alocated Allocated urknown fimg_SUSPECT,001/vol_volzfProgram Filesjagent,
WORDS.IDX 0 2004-08-25 21132156 IST  2004-08-25 21132156 IST  2004-08-21 02:43:06 15T 2004-08-21 02406 IST O Allocated Allocated urknomn fimg_SUSPECT, 001/ vel_volzfProgram Files/Agent,
XPOST.DAT 1 2004-08-2521:3316157  2004-08-2521:33:1615T  2004-08-25 21:33:1615T  2004-00-20 ZL:3Z:08 IST 294912 Allocated Allocated unknown fimg_SUSPECT, 001 vol_vol2iProgram FilesfAgent,
X XPOST.DAT 0 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-D0-00 00:00:00 0000-00-00 00:00:00 0 Unallocated unknown [img_SUSPECT.001/vol_vol2iPragram FilesfAgent, v
< 2>
Snapshot 41 - Finding suspects Forte Agent email address - 4
12. On the bottom panel, click on the text tab
L
File Metadata Results Annotations Other Occurrences.
Strings  Indexed Text tion
Page: 1 of 1 Page Matches on page: - of - Match ‘ | 100% | 9] Reset | | Text Source: |Fie Text v
AGENT.INT fad
7For information about the settings in this file,
7search for ACENT.INI in the online help.
[Profile]
52 seon
EMailAddress="whoknowsme@sbcglobal net”
T
E——
Organization="N/A"
S ——
Sasavas busecin
bal.net” v
Snapshot 42 - Finding suspects Forte Agent email address - 5
13. In the text tab, we can find the email address used for the Forte Agent Email application
Hex Text Apo File Metadata Results Annotations Other Ocourrences:
Strings Indexed Text 1
Page: 1 of 1 Page Matches on page: - of - Match [ 00% |98 Reset || v
FAGENT.INI il
{Far ‘nEcrBstron WobE the-eCEINGS”SR SIS IEITE;
Caeeicn for AGENT.TNI in the cnline hels
[Profile]
FullName="Mr Evil"
EMailAddress="whoknowsme@sbcglobal.net”
EMailAddressFormat=0
ReplyT:
Demushorizasionm]
S
cbal.net” M
a

Snapshot 43 - Finding suspects Forte Agent email address - 6




Q18. List external storage devices attached to the notebook. What
files were copied from notebook to USB drive?

Answer:

There is one external storage device attached to the notebook, and it is:
e TOSHIBA CD-ROM XM-1902B
The files that were copied from notebook to USB drive are:

*NOT FOUND*

Analysis:

From the system registry file, we can find the mounted device folder that contains the details about
the external devices attached. By inspecting the HEX value, | found out the name of the external

storage. However, | could not find the files that were copied onto the external storage.

Evidence Analysed:

A ’
Hex Text Application  Fie Metadata Results Annotations  Other Ocaurrences
$SSPROTOLHIV Metadata
e ControlSetd01 Neme: \?2\Volume{aa630441-f1ff-11d8-8a13-806d6172696f}
[ ControlSetdd2 fipe: B A
[= | MountedDevices Value ,\
: 0x0  |SC 00 3F 00 3F 00 5C 00 48 00 44 00 45 00 23 00 \.2.2.\.I.D.E.4.
e Coesares 0x10 (43 00 €4 00 52 00 €F 00 €D 00 §4 00 4F 00 53 00
Lo Pt 0x20 |48 00 49 00 42 00 41 00 5F 00 43 00 42 00 2D 00
B Select 0x30 52 00 4F 00 4D 00 SF 00 S8 00 4D 00 2D 00 31 00
[ Setup 0x40 39 00 30 00 32 00 42 00 SF 00 SF 00 5F 00 SF 00
0x50 SF 00 SF 00 SF 00 SF 00 SF 00 SF 00 SF 00 SF 00
0x60 SF 00 SF 00 SF 00 SF 00 SF 00 31 00 41 00 31 00
0x70 35 00 SF 00 SF 00 SF 00 SF 00 23 00 35 00 26 00
0280 33 00 35 00 €3 00 36 00 €3 00 €1 00 31 00 31 00
0x30 26 00 30 00 26 00 30 00 2E 00 30 00 2E 00 30 00
" oxaD (23 00 7B 00 35 00 33 00 €6 00 35 00 3¢ 00 33 00 v

Snapshot 44 - External Storage

Snapshot 44 contains the name of the external storage device that was connected to the suspect’s

notebook.

Steps Taken:

1. Follow steps 1 to 6 from Q10.

2. Click in the system file on the right tab and click on the Application tab on the bottom panel



Listing =
jimg_SUSPECT.001/vol_vol2/WINDOWS fsystem32/config 23 Results|
* | Table | Thumbral %
| saveTableascsv |
= Hame S C O ModifiedTime Change Time Access Time Created Time size FlagsDir)  FlagsfMeta) Known  Location &
| samio6 1 20040827 20:36:231ST  2004-08-27 20:38:231ST 20040827 20;38:23 15T 2004-08-19 222@EE ST 1024 Alocated  Alocated  urknown  fimg_SUSPECT,001vol_vol2WINDGWS ystems:
SECURITY 1 20040827 21:18331ST  2004-08-20 04,3403 15T 2004-08-27 21:16:3315T  2004-08-19 222885 15T 262144 Alocated  Alocated  unknown fimg_SUSPECT, 001 vol_vol2fWINDOWS]systeni3:
SECURITY.LOG 1 2004-08-2721:02:56 15T  2004-08-27 2102556 15T  2004-08-27 21:02:56 15T 2004-08-19.22: 1024 Alocated  Alocated  unknown  fima_SUSPECT,D0L/vol valZANINDCMS systen
SecEvent.Evt 1 2004-08:1922:20115 15T 2004-D8-1922.32115 15T 2004-06-19 22:29:15 15T 2004-08-19 22 65536 Alocated  Alocated  unknown  fima_SUSPECT,00L/vel_val2AWINDCHS/syst e
SysEvent.Evt 1 0040B-2P2i:E2IIST  POD4DE-E72116:291ST 20040827 21:16:2915T  Z004-08-19 22 65536 Alocated  Alacated  urknown  fimg_SUSPECT, 001 vel_vol2fWINDOWS sy stem:
| TempKey.LOG 1 2004-08-19 22:26:18 15T 2004-08-1922:32:15 1ST  2004-08-19 05:30:00 15T 2004-08-19 22:26:14 IST 1024 Allocated Allacated unknown [img_SUSPECT, 001 jvol_vol2fWINDOWS systemi
! [eurrent folder] 2004-08-20 04:20028 [ST  2004-08-20 04:20:20 15T 2004-08-27 20:38:.06 ST 2004-00-1922:20:37 IST 56 Alocaed  Alocated  unknown | fimg_SUSPECT,001vol_volzfwINDGWS systemi:
1! [parent folder] 2004-08-27 21:02:31 ST 2004-08-27 2L:02:31 1T 2004-08-27 20:03:0215T  2004-08-1922:20:37 15T 56 Alocated  Alocated  unknown fimg_SUSPECT, 001 vol_vol2INDGWS systen:
default 1 20040527 ZLE 35T ZOD4-0B2004252215T 20040027 201833 15T Z004-00-18 222606 15T 262044 Alocated  Alocated  wiknown fima_SUSPECT.00L vl volztINDOWS)system
| defauitLOG 1 20040827 210256157 ZODM-0B-27200Z:561ST 20040627 21,0256 15T 2004-06-19 222608 15T 1024 Mlocated  Alocated  unknown fimg_SUSPECT,D0L/vel_volZAWINDOWS/systen:
defauit.sav 1 2004-08-1922:26:2015T  2004-D8-1922:32:051ST  2004-08-19 05:30:0015T  2004-08-19 22:26:181ST 90112 Alocated  Alocated  unknawn | fimg_SUSPECT 001 {vol_volzfiWINDOWS/systeni;
software 1 2004-08-27 21:1&:33 IST 2004-08-27 20:59:44 IST  2004-08-27 21:16:331ST  2004-08-19 Z2:26:08 IST 8650752 Alocated Allacated unknown [ima_SUSPECT, 001 fwol_vol2fwWINDOMWS  systemi:
| software.LOG 1 2004-08-27 ZU1RIGZIST  2004-D8-27 21116132 [ST  2004-08-27 2116132 15T 2004-08-19 22:26a08 15T 1024 Allocated Allocated unknown fimg_SUSPECT.00Lvel_volziwINDOWS/systems:
software.sav 2 2004-08-1922:26:201ST  2004-05-1922:32:15 15T  2004-08-19 0S.:30:0015T  2004-08-1922:26:1515T 630784 Alocated  Alocated  unknown fimg_SUSPECT,001jvol_valZiVINDOWS/system3:
fimg_SUSREC i e
system. 1 2004-08-27 21:1&:33 IST 2004-08-27 21:16:33 1ST - 2004-08-27 21:16:331ST  2004-08-19 22:26:08 IST 1024 Alocated Allocated unknown fimg_SUSPECT. 001 vol_vol2 M INDOMWS/ system3c
system.sav 2 2004-051922:6:201ST  00H-08-1922315 15T  P004-08-1905:30:001ST  2004-08-1922:26:1815T 389120 Alocated  Allocated  unknown fimi_SUSPECT,001 /vl _valZiINDOWS/systemss
,Ll systemprofile 2004-08-20 04:18:25 IST 2004-08-2004:18:25 IST  2004-08-27 21:01:27 15T 2004-08-20 04:18:2515T  S6 Allocated Allacated unknown [img_SUSPECT. 001 jvol_vol2fWINDOWS systemi
userdiff 1 2004-03-1922:28:2015T  2004-08-192232A5 15T 2004-08-19 05:30:0015T  2004-08-1922:26:0615T 262144 Alocated  Alocated  unknown  fimg_SUSPECT, 001 vol_volzINDOWS system:
| userdiffLOG 1 2004-03922:26:20 15T  2004-D8-192232:A5 15T 2004-08-19 05:30:00 15T 2004-08-19 22:26:08 15T 1024 Alocated  Alocated  unknown  fima_SUSPECT,00L/vel valZAWINDCMS systen
Y userdiff.LOG 0 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00;00:00 0000-00-00 00:00:00 i Unallocated unknown fimg_SUSPECT 001/ vel_volZWINDOWS/system: v
< ¥
Hex Te:! Appiication | Fi =+t Results Annotations Other Ocaurrences
5o Metadata
[ | Controlsetool Name: \?2\Volume{aa630441-f1ff-11d8-8a13-806d6172696F}
[+ | ControlSet0o2 Type: REG_BIN
MountedDevices Vakie s
» [ i %
oo et A L TG T e 0x0  [SC 00 3F 00 3F 00 SC 00 4% 00 44 00 45 00 23 00 \o2.2. \.I.D.E.f.
.d.R.0.m.T.0.5.
 Yodindedt: 0xL0 (43 00 €2 00 52 00 6F 00 €D 00 54 00 4F 00 53 00 C.d.R.0.m.T.0.§
® ospevices\D: 0x20 |48 00 4% 00 42 00 41 0D SF 00 43 00 &4 00 2D 00 H.I.B.
Fiact 0x30 (52 00 4F 00 4D 00 SF 00 58 00 4D 00 2D 00 31 00 R.0.M.
Setup 0x40 (3% 00 30 00 32 00 42 00 SF 00 SF 00 SF 00 SF 00 5.0.2.
0xS0 S5F 00 S5F 00 SF 00 SF 00 SF 00 SF 00 SF 00 SF 00
0x60 SF 00 SF 00 SF 00 SF 00 SF 00 31 00 41 00 31 00
0x70 (35 00 SF 00 SF 00 SF 00 SF 00 23 00 35 00 26 00
0x20 (33 00 35 00 63 00 3¢ 00 €3 00 €1 00 31 00 31 00
0x90 26 00 30 00 2€ 00 30 00 2E 00 30 00 2E 00 30 00
| 0xal 23 00 7B 00 35 00 33 00 €€ 00 35 00 3& 00 33 00 v
Snapshot 45 - Finding External Storage - 1
L
Hex Text Application FleMetadats Coiici Results Annotations Other Occurrences
$SSPROTO.HIV Metadata
ControlSetoot Name: \72\Volume {22630441-f1f-11d8-8a13-806d6172696}
ControlSeto2 i)
Value e
0x0 5C 00 3F 00 3F 00 SC 00 49 0O 44 00 45 00 23 00 AT RNCTDLE§
Gt 0x10 (43 00 €4 00 52 00 F 00 €D 00 54 00 4F 00 53 00 C.d.R.0.m.T.0.5.
& Bt 0x20 (48 00 4% 00 42 00 41 00 SF 00 43 00 44 00 2D 00
Select 0x30 52 00 4F 00 4D 00 SF 00 58 00 4D 00 2D 00 31 00
Setup 0x40 (3% 00 30 00 32 00 42 00 SF 00 SF 00 SF 00 SF 00
0x50 |SF 00 SF 00 SF 00 5F 00 SF 00 SF 00 5F 00 SF 00
0x60 SF 00 SF 00 SF 00 SF 00 SF 00 31 00 41 00 31 00
0x70 (35 00 SF 00 SF 00 SF 00 SF 00 23 00 35 00 2§ 00
0x20 (33 00 35 00 63 00 36 00 €3 00 61 00 31 00 31 00 3.5.c.6.c.a.1.1.
0x30 26 00 30 00 26 00 30 00 2E 00 30 00 2E 00 30 00
0xal 23 00 7B 00 35 00 33 00 66 00 35 00 36 00 33 00 #-{-5-3.£.5.6.3. v

Snapshot 46 - Finding External Storage - 2

Conclusion

The suspect’s laptop runs on Microsoft Windows XP. The suspect’s laptop’s registered owner is Greg
Schardt. The OS appears to be installed on 19" August 2004. After the installation of the OS, the

suspect installed 14 programs on the OS, and they are:

1. Ethereal 0.10.6v.0.10.6
2. WinPcap 3.01 alpha



3. Network Stumbler 0.4.0 (remove only)
4. Look@LAN 2.50 Build 29

5. 123 Write All Stored Passwords

6. Powertoys For Windows XP v.1.00.0000
7. miIRC

8. CuteHTML

9. CuteFTP

10. Forté Agent

11. Faber Toys v.2.4 Build 216

12. Cain & Abel v2.5 beta45

13. Anonymizer Bar 2.0 (remove only)

14. WebFldrs XP v.9.50.5318

There are also 18 other programs installed on the system by the OS during its installation. The

programs the suspect installed can be used for hacking. For example, Ethereal 0.10.6 v.0.10.6

is used for sniffing packets on the network, and Anonymizer is used to hide internet activity, etc.
The suspect created a user Mr.Evil after the installation of the OS. Four applications were
present on the system that is used for Email communication. There is evidence that the suspect

also used a web browser to access Yahoo Mail. The suspect used two emails, and they are:

1. whoknowsme@shcglobal.net (Forte Agent)

2. mrevilrulez@yahoo.com (Yahoo Mail)

Evidence suggests that an external device TOSHIBA CD-ROM XM-1902B was connected to the
suspect notebook. The data of the external storage devices are generally stored under
/SSSPROTO.HIV/ControlSet00x/Enum/USBSTOR, but there is no USBSTOR folder in the registry. The
suspect might have deleted the registry file. | could not find any files that were copied from the

suspect’s notebook to the external storage.
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