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Abstract

This report contains the forensic analysis of two different network traffic captures. One network
traffic capture is from my friend, and the other is from Google. My friend captured the network
traffic of his neighbour a week ago, and I’'m an employee at Google and was asked to perform

analysis on the MobInCube app.
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Acquisition

| was given two network traffic captures to be analysed, one by my friend and another by Google.
The first network traffic capture contains my friend’s neighbour’s traffic, whom my friend suspects
to be in the wrong place. The second network capture has the traffic that was sent and received by
the MobInCube app. MobInCube is a tool to create apps for free without the need for coding [1]. |
used Wireshark 3.4.4, NetworkMiner 2.6, and mitmproxy 6.0.2 to conduct the forensic analysis with
Windows 10 Pro operating system. | used lightshot software to capture snapshots and Microsoft

Word to generate this report.

Network Forensics

Q1. What is the neighbour’s name?

Answer:

The name of my friends neighbour is Ann Decover.

Analysis:
After analysing packets with STMP (Simple Mail Transfer Protocol) protocol, | found a mail from Ann

Dercover to sec558 @gmail.com. The mail also states that Ann cannot go to lunch with the recipient

next week as Ann is going out of town.

Evidence Analysed:

L3 WIim 6 MERLIL LAY WY L) . T UL LSy |
v Internet Message Format
Message-ID: <080991cad9ae$89d698cA$9f@laBcO@annlaptop>
v From: "Ann Dercover"” <sneakyg33k@aol.com», 1 item
v Item: "Ann Dercover" <sneakyg33k@aol.com>\r\n
Display-Name: "Ann Dercover”
Address: sneakyg33k@aol.com
To: <sec558@gmail.com>», 1 item
Subjemeek
Date: Sat, 10 Oct 2009 @7:35:30 -0600
MIME-Version: 1.9
Content-Type: multipart/alternative:\rin\tboundary="----= NextPart 000 00856 @1CA497C. IE4B6A20"

Snapshot 1 - Email from Ann (neighbour) to sec558@gmail.com

From Snapshot-1, we know the name of the neighbour as Ann Dercover.

Steps Taken:
1. Open Wireshark
2. Load the network capture file (pcap file) into Wireshark
3. Scroll down till you find SMTP


mailto:sec558@gmail.com

52 82.6N216 10.1.1.2¢ 192,168, 1.159 oS 299 Standard query response Dwecad A satp.s0l,co0 ORNE satp. s, com A 64,12.207. 182 A 64,12.194.119 A 205.158.159. 125 A 205.188.24.

SSELS223688 192.168.1.1% $4.12.102.142 o SA 1936 « 587 [ACK] Seqr] Ackel WiesS4240 Lensd
56 82.989997  64.12.192.142 192.168.1.1%9 s 134 5: 220 cha-wcd6.ox o0l .com ESHTP woil cie-mché.1; Set, 10 Oct 205 15:15.16 -200
2 2 . mri s GG
SE R0 64.12.100.340 102,168.1.159 o> 54 SE7 + 1036 [AK] S6q:81 Ack=17 Min-H1240 Len=0
S9E3107523 412110 192.168,1,159 e 305 51 250-cha- M. ow. 401 . com NOST-69-140-19-190. static. comcast.oet | ATMALOGIN PLAIN JOABL-UAS B | AUTH LOGIN PLAIN XACL-UAS -
0 F1109678  192.148.1.1% 64.12,102.142 Foey 06 C: AITH LOGIN
61 BL 1929 64.12.100.342 192,168.1.1%9 ®P 507 + 3036 [ACK] 64337 Ack=29 Wins64280 Lenst
SEEEVESIIICEF RS 5 VSSE TSN ¥ SR CURS US S SV A SSE TN SRS

Snapshot 2 - SMTP Packets

4. Find the packet where a mail was sent from the neighbour

79 83.811538  64.12.102.142 192.168.1,1%9 e 54 587 + 1036 [AK) Seq=471 ACK=14BS Winsed24p Lens0
| B0 81,811862 192.168,1.1%9 62.12.192,142 SP/IME 59 [fron. “Ane Dercover™ <sneakyed3hBaol, com>, subject! Junch next week, (Text/plain) (text/htal)
5183812250 64.12.102.242 192.168.1,159 o 54 587 + 1936 [ACK] Seq=471 Ack=1490 Win=64240 Len=0

Snapshot 3 - Mail from Ann Dercover

5. Double click on the packet to see its information

Ml Wershar - Pacet 50 Torenss HcaD

- o X
[> Freme 2a: 50 bytes om wire (472 bits), 39 bytes captured (472 bits) -
» Ethermet IT, Src: Dell dd:4f:ae (@0:31:79:4d:4f 2e), Dst: Wware Sboee:14 (0080029 :%:ee:14)
Internet Protacol Wersion 4, Src: 192.168.1.159, Dst: 64.12.102.147
Transndssion Control Protocel, Sre Port: 1036, Dst Port: 587, Seq: 1485, Ack: 471, Len: §
~ Simple Mail Transfer Protocol
€.
[1 DATA fragment (148 bytes): A78(1344)]
w Internet Message Format
Messape-10: <B8090]lcaddaetisdEIBobisf il alclfannlaptops
w From: "Man Dercover™ <speskygdikeol.coms, 1 item
w Item: “Ann Dereover” <ineakypilifacl. comsirin
Display-Name: “Ann Dercover®
Address: sneakygdlifacl .com
To: ¢sec558@gnail.cons, 1 iten
Subiect: lunch next week b
[‘ooo0 00 bc 29 o ee 12 TENENERE 20 &F sc v o0 2500 ) HEOD E
GOI0 90 24 @0 5 4D 09 B0 BS 91 64 B a% 01 F L) A -l od-- @
2000 66 Be @ Bc 92 4b 91 ¢ 19 3F 26 36 @l be 3 18 f K- -1l -P
Vo0 s 2F 60 0D DD Od e e Od Da ra s

| F"“!'Cﬂ s Faessmibiad SMTF (1568 bytes]

Snapshat 4 - Moare information an SMTR/IMF packet

Q2. What is the neighbour’s email address?

Answer:

Ann Dercover’s email address is sneakyg33k@aol.com

Analysis:
Similar to Q1, analysing STMP packets will give us information regarding Ann’s email address

Evidence:

From snapshot-1, we know that Ann Dercover’s email address is sneakyg33k@aol.com
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Steps Taken:

e SameasQl

Q3. What is the neighbour’s email password?

Answer:
The password of Ann Dercovers email address is 558r00Iz. As the username and password are

encrypted, | decrypted the hashed password NTU4cjAwbHo= with base64.

Analysis:
By going through SMTP packets, we can find the username and password used by Ann Dercover.
However, the username and the password are encrypted and can be decrypted using base64. | used

the online tool icyberchef to decrypt the username and password.

Evidence:

61 83.110259 64.12.102.142 192.168.1.159 Tcep 54 587 » 1036 [ACK] Seq=332 Ack=29 Win=64240 Len=0
62 83.220242 64.12.102.142 192.168.1.159 SMTP 72 S: 334 VXNlcaShbWUé

| 6383.221008  192.168.1.159 64.12.102.142 SMTP 80 C: User: c251YWE577MzaBhbowuY29t
64 83,221698 64.12.102.142 192.168.1.159 Tce 54 587 » 1036 [ACK] Seqe350 Ack=55 Win=64240 Len«0
65 83.331342 64,12.102.142 192.168.1.159 SMTP 72 S: 334 UGFzc3dvemQ6
66 83.331953 192.168.1.159 64.12.102.142 SMTP 68 C: Pass: NTUAcjAwbHo=
67 83.332382 64.12.102.142 192.168.1.159 Tce 54 587 + 1036 iA(K Seq=368 Ack=69 Win=64240 Len=0
68 83.462637 64.12.102.142 192.168.1.159 SMTP 85 S: 235 AUTHENTICATION SUCCESSFUL
69 83.465436 192.168.1.159 64.12.102.142 SMTP 87 C: MAIL FROM: <sneakyg33k@aol.com>
70 83.466089 64,12.102.142 192.168.1.159 Tce 54 587 » 1036 [ACK] Seq=399 Ack=102 Win=64240 Len=0

Snapshot 5 - Wireshark analysis of username and password of Ann Decovers email address

Recipe om a Input + O3 8 =

 FS1WWES 2 z Mz abShb Fau T

D n
From Basebd WA dwbbio=

A-Za-z8-3+/=

Remowve non-alphabet chars

-

Output T . | 0Om HH

sneakygllk@gaol . cons5arealz

Snapshot & - Decrypted Ann Dercovers email address username and password

From Snapshot-1, Snapshot-5 and Snapshot-6, we know that the email address of Ann Dercover is

sneakyg33k@gmail.com, and the password is 558r00Iz.



mailto:sneakyg33k@gmail.com

Steps Taken:
1. Follow the steps 1-3 from Q1

2. Find the packet that contains the hashed username

62 83.220242 64.12.182.142 192.168.1.159
| 63 83.221888 192.168.1.159 64.12.182.142
64 83.221698 64.12.182.142 192.168.1.159

Snapshot 7 - Hashed username of Ann Dercover Email address

3. Find the packet that contains the hashed password

65 B3.331342 64.12.182.142 192.168.1.159
66 §3,331953 192.168.1.159 64.12.102.142
67 B3.332382 64.12.182.142 192.168.1.159

SMTP 72 5: 334 VHlemShbWUG
SMTP BB C: User: c251YWESZzMzaOBhbIwuY29t
TP 54 587 + 1836 [ACK] Seq=358 Ack=55 Win=564248 Len=9

SHTP 72 5: 334 UGFzcidvem(s
SHTP 68 C: Pass: NTUACjAwbHo=
TCP 54 587 + 1836 [ACK] Seq=368 Ack=69 Win=64240 Len=@

Snapshot 8 - Hashed password of Ann Dercovers Email address

4. Copy the hashes and paste them on the Input box of the icyberchef.com website

Input

c251YWt57zMz a@Bhb2wuy 29t
NTU4¢ jAwbHO=

Snapshot 9 - iCyberChef Input

length: 38
lingz: 2

5. Select the recipe as From Base64 (decrypt from base64)

Operations

Search...

Favourites *

To Basebd

From Base64

To Hex

Snapshot 10 - iCyberChef recipe

Recipe

From Baseb4

Alphabet
A-Za-zB8-9+/=

Remove non-alphabet chars

6. Click on the Bake button if auto bake is not selected



STEP & BAKE!

Auto Bake
Snapshot 11 - iCyberChef bake
7. Get the decrypted username and password from the Output box
time: Oms
Output et 26 @ 0 i

lines: |

sneakyg33k@aol .com558reelz

Snapshot 12 - iCyberChef Output

Q4. What are the email addresses (at least two) of the neighbour’s correspondents?
What is the email of the correspondent the neighbour is most likely have gone to
visit?

Answer:

Ann Dercover sent an email to:

1. sec558@gmail.com

2. mistersecretx@aol.com

Ann Dercover is most likely to visit the owner of the mistersecretx@aol.com email address.

Analysis:
By analysing the SMTP packets from the network capture, we can find two emails sent by Ann

Dercover. One email was sent to sec588@gmail.com with the subject lunch next week, and the

other email was sent to mistersecretx@aol.com with the subject rendezvous. In the email to

sec588@gmail.com, Ann Dercover says that he/she/they will not be available for lunch next week as

Ann is going out of town. Whereas in the email to mistersecretx@aol.com, Ann Dercover asks the

recipient to bring a fake passport and a bathing suit and that the address is attached to the email. It

looks like Ann Dercover is going out on vacation with mistersecretx@aol.com.
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Evidence:

Message-1D: <@80901cad9ae$89d698cB$9f01a8cB@annlaptops\rin
From: "Ann Dercover" <sneakyg33k@aol.com>\r\n

To: <sec558@egmail.com>\r\n

Subject: lunch next week\r\n

Date: Sat, 10 Oct 2009 B87:35:30 -86008\r\n

MIME-Version: 1.@\r\n

Content-Type: multipart/alternative;\r\n
\tboundary="----=_NextPart_000_0006_e1CA4A97C.3EAB6020"\r\n
X-Priority: 3\r\n

X-MSMail-Priority: Normal\ri\n

X-Mailer: Microsoft Outlook Express 6.80.2990.2188\r\n
X-MimeOLE: Produced By Microsoft MimeOLE V6.08.29080.2180\r\n
\r\n

This is a multi-part message in MIME format.\r\n

\r\n

—————— =_NextPart_000_0086_01CA497C.3E4B6020\r\n
Content-Type: text/plain;\ri\n

\tcharset="1is0-8859-1"\r\n

Content-Transfer-Encoding: quoted-printable’\ri\n

\rin

Sorry-- I can't do lunch next week after all. Heading out of town. =\r\n
Another time! -Ann\r\n

------ = NextPart 000 0006 B1CA497C.3EAB6020\r\n
Content-Type: text/html;\r\n

Snapshot 13 - Ann's email to sec558@gmail.com



Message-ID: <001101cad%ae$e93e45b0%9f01a8cO@annlaptop>\rin
From: "Ann Dercover" <sneakyg33k@aol.com>\r\n

To: <mistersecretx@aol.com>\r\n

Subject: rendezvous\r\n

Date: Sat, 1@ Oct 2009 07:38:10 -060@0\r\n

MIME-Version: 1.@\r\n

Content-Type: multipart/mixed;\r\n
‘\tboundary="----=_NextPart_000_0006D_81CA497C.9DEC1E78"\r\n
X-Priority: 3\r\n

X-MSMail-Priority: Normal\r\n

X-Mailer: Microsoft OQutlook Express 6.00.2900.2188\r\n
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2960.2180\r\n
\r\n

This is a multi-part message in MIME format.\r\n

\r\n

Content-Type: multipart/alternative;\r\n
‘tboundary="----=_NextPart_ 001 00QE_@1CA497C.9DECLE7@"\r\n
\r\n

\r\n

—————— = NextPart_001_800E_81CA497C.9DECLIE7@\r\n
Content-Type: text/plain;\r\n

\tcharset="150-8859-1"\r\n

Content-Transfer-Encoding: quoted-printable\r\n

\r\n

Hi sweetheart! Bring your fake passport and a bathing suit. Address =\r\n
attached. love, Ann\r\n

------ = NextPart_001_@800E_81CA497C.9DECIE7@\r\n

Snapshot 14 - Ann’s email to mistersecretx@aol.com

From Snapshot-13 and Snapshot-14, we can understand that Ann Dercover is mostly to visit

mistersecretx@aol.com.

Steps Taken:
1. Follow steps one and two from Q1.

2. Enter smtp into filter bar and press enter
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'-V Tew Sevrce s o d

Provecs

“ 5682508597 64,02.302.300 192,168,149 il —

57 82,9949 192.168.1.1% 020008 b

S Baesn 64120020 192.188.1.1% Sav 30557 250-cla ol mn, 30). oo Mot t 5914019190, static. concast et | AUTHALOGIN FLATN XAOL-AMS M8 | AUTH LOGIN PLAIN XAOL-UN
| 0 RL10MTE  192.148.1.1% £4.12.102.162 wo 6 C: AT LOGIN
‘ | 02 %) 2 64,12.092,. 347 192.188.1.10% e 725: 334 VNl ceshbes.

63 8320108 192.368.1.1% L RERL RIS bl 000 User; CISIVRTSZIN2eBMb Y20t

658301382 61.12.M2.142 192.163.1.15% s 725: 334 UGF2e3domds

6 81, 301953 192.168.1.1% 62,0210 .08 baid 300 Pass) WTUSC SAntino=

08 83462057 02000 192.188.1.15% e 550 25 AUTYENTICATION SUCCESSFUL

€0 83,4653  192,148.1.1%9 64.12.102. 302 e £7C: WATL FRON) <sneakygddkdeol . com

71 8. 578840 6402092102 192,168.1.15% Sov 25 250 0%

T2 81,57 192.148.3.1% 202,008 b g B30 RCPT 0! <secdSilignel]. comr

T4 83807518 NIRRT 192.168.1.1%% Eaid 425 %0 ox

75 B 60817 192.348.1.39 68021000 Sav 0 C: DATA

77 §).508024 64,1202, 342 192.168.1.1%% Sov 110S: 354 STANT MAIL INPUT, END NITW *.° O A LIME 8Y ITSELF

ELR L 192.148.1.0% 64,3210 .08 bl 3602 C: DATA frageent, 1345 bytes

o 8).811860 192.1468.1.1% 4,120,002 sav/ 0 from: “Aen Dercover” csneakygSNuiio] com, subdect: lunch next week, (text/plele) (Test/nial)

5284148551  6L.12.32.142 192.168.1.15% S 6250 250 0K
| 163425 192.148.1.1% A 182 i et
[ BMZN NIRIR DLIELIY 9 D eV aosmse e
" - oD sz i s are Toeem T — o 1 e <

Snapshot 15 - SMTP filter on Wireshark
This will only show the packets that use the SMTP protocol.

3. Find the packet that contains the data of the email sent to sec558 @gmail.com

} TTEI.BMENZE B4, 12.002.142 192.164.1.139 TP 110 5: ¥54 START MAIL INPUT, EMD MWITH .* OM A LINE BY ITSELF
| T R3.MI0680 192.168,1.159 02,007,142 Lo 2 DATA 1148 —
+ BOEI.BIIBED  190.168.1.150 64.12182.142 TR I 50 fron: “Aem Dercover® daneakygllkfecl.cons, subject: lunch mext weck, (teetplain) (test/hinl)

Snapshot 16 - Data packet sent to email address sec558@gmail.com

4. Double click on the packet to see the email content

Ml Wresnank - Packet TR - foressics peap - o ®

| Frame 78: 1482 bytes on wire (11216 bits), 1482 bykes captured (11216 hits) -

» Ethernet II, Src: Dell_dd:&F:s= (09:21:70:4d:4F:ae), Dst: VMware Sb:ee:14 (00:0c:29:%b:es:14)

» Imternet Protocol Version 4, Src: 102.168.1.15%, Dst: 64.12.102.142

» Transmission Contrel Protecol, Src Pork: 1038, Dst Port: 587, Seq: 137, Ack: 471, Lem: 1348

v Sinple Msil Transfer Protocol

v Lins-based text data (48 lines)

Message- ID: <D0EIR] codPaetB%d698: 035 Ml ol dfann laptops\rin
From: "Ann Dercever® csmeakygdiigies], comvirin
To: <seciSdfignail comsirin
Subject: lunch mext week\rin
Date: Sat, 10 Oct 2089 07:35:30 -D60GYF\A
MIRE-Wersion: 1.@yrin
Comtent-Type: multipart/alternative;\rin
Ytboundary="----= _MextPart 606 (005_010A407C, JE4B6E3™ \r\n
K-Priority: ¥irin
K-FEMail-Priority: Hormalirin
X-Failer: Microsoft Outlook Express .80 283821860
X-RimeOLE: Produced By Microsoft MineOLE W6.08. 2900, 71884y

YWrhn
| This is a multi-nart messaee in MIME focmar icin i
B0 0 @c 29 9b e= 14 TEE LR | o NG -
85 Gc B0 B4 40 00 B3 06 Hc 26 o0 28 91 OF B B 1§ R )
66 Be 04 Oc 02 b 0L ¢0 13 Fb 26 36 01 be SD 1M K %P
9 la dl o 03 00 4d 65 73 73 61 67 65 2d 49 44 Me ssage-I0
In 26 3c 3B 30 3D 29 3B 31 63 61 34 39 61 65 24 : <BO09D lcadtact
I8 30 64 J6 30 38 63 30 24 30 66 30 31 61 38 63 HO04E08cO $HFOladc
10 4B 61 Gie Ge 6c 61 70 4 6F 70 Je O 0a 46 72 Ofannlap tops Fr
6F Gd da 2D 22 AL e Ge 20 44 65 T2 63 6F 76 65  om: "Ann Dercove
7122 3@ 3c 73 Ge 65 61 Gb 79 67 33 33 60 4B 61  r” <snea kygdtiia
6F Gc Do 61 6F 6d Jo Od @ 54 6F 1a 20 3c 73 65 ol.coms. To: dse
63 U5 15 3B 40 67 &4 61 69 Bc 2e 63 6F 6d Je Bd  cSSEEgma il.com>
B 53 75 62 Go 65 63 74 Ja 28 Gc 75 Ge 63 68 28 Subject : lumeh
Bici Be 65 TR 74 28 77 65 65 b Od Ga 44 61 74 65 Ja  next wee k. Dake: .

Snapshot 17 - Content of email sent to sec558@gmail.com

5. Find the packet that contains the data of the email sent to mistersecretx@aol.com

137 243884497 64.12.1082.142 192.168.1.159 SMTP 118 5: 354 START MAIL IMPUT, END WITH ". OM A LINE BY ITSELF
138 243. 886726 192.168.1.159 64.12.102.142 SMTP 1514 C: DATA fragment, 1468 bytes g
SMTP

148 243. 887693 192.16B.1.159 64.12.182.142 1514 C: DATA fragment, 1468 bytes

Snapshot 18 - Data fragment that contains the content of email sent to mistersecretx@aol.com
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6. Double click on the packet to see the email content

Ml Vieehark . Packet 138 - forensics peap - o

Frame 138: 1514 bytes om wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet 11, Sec: Dell &d:4f:ae (99:21:79:4d:4F:ae), Dst: Viware Sbiee:1d (99:9c:29:9b:ee:l1d)
Internet Protocol Version 4, Src: 192.168.1.159, Dst: 64,12.192.142
Transnission Control Protocol, Sec Port: 1038, Dst Port: 587, Seq: 142, Ack: 471, Len: 1480
Siaple Mall Transfer Protocol
v Line-based text data (45 lines)

Message-1D: <001191caddaesedleashasofolaBcdlannlapton>\rin

From: “Aan Dercover” <sneakyglikiaol.com\r\n

To: enlstersecretadool, com\r\n

Subject: rendezvous\ri\n

Date: Sat, 10 Oct 2099 07:38:19 -0500\r\n

MINE-Version: 1.9\r\n

Content-Type: multipart/mixed;\r\n

<

\tboundary="----= NextParl 000 _BA0_B1CAI97C, SOECIETA" \rin
L X-Prioeity: 3\r\n . P
B Oc 29 9b eo 14 00 21 70 44 AT ac @8 00 45 M ) | pO 13
85 de 00 9 40 B0 B0 06 8b ¢ b a8 03 9 4D be @ @
Gh Sc 4 @e B2 4b 64 d3 a4 ©8 a7 2a ba ¢l O 20 f K P
f9 1a 49 ab DA G0 44 6% 73 73 61 67 65 2d A9 44 1 Me ssage-10
32 20 3c 30 3@ 31 31 30 31 63 61 34 39 61 65 24 : <BI118 1cadBacs

( 65 39 33 6% 3 35 62 30 24 39 66 30 31 61 38 63 09304500 $9f01a8c
0 W OAD 61 Ge 60 G 61 /D 24 6F 7D Jo O3 0a A6 72 @Bannlap top>  Fr
X 6f 6d 3a 20 22 A) 6o 6o 20 44 65 72 &3 6F J6 65  om: "Aon Dercove
72 22 28 3¢ 73 60 65 61 6b 79 67 33 33 6b 4D 61  r* <snea kygidk@a
6f 6c 20 63 6f 6d 30 0d @a 54 6f 3a 20 3c 6d 69 ol.com> To: <nmi
¥ T3 74 6% 72 7365 63 72 45 74 7B 40 61 of 6c 2¢  storsocr eta@eol.
I 63 6f 64 3o 04 @a 53 7% 62 62 65 63 74 32 20 72 com>  Su bject:
65 60 64 65 7a 76 6F 15 73 ©d @2 44 61 74 &5 endezvou s- -Date:
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Snapshot 19 - Content of email sent to mistersecretx@aol.com

Q5. What is the name of the file containing the meeting location?
Answer:

The name of the file containing the meeting location is secretrendezvous.docx.

Analysis:

By analysing the SMTP packets of email sent to mistersecretx@aol.com, we know that the name of

the file containing the meeting location is secretrendezvous.docx.



mailto:mistersecretx@aol.com

Evidence:

v Simple Mail Transfer Protocol
v Line-based text data (25 lines)

1_PeAE_01CAA97C . 9DECIETS--\r\n
\r\n
------ = NextPart_660_080D_01CA497C.9DECIET@\r\n
Content-Type: applicationfoctet-stream;\rin
\tname="secretrendezvous.docx"\r\n
Content-Transfer-Encoding: basebtd\r\n
Content-Disposition: attachment;\r\n
\tfilename="secretrendezvous.docx”\r\n

hrhn
UEsSDBBQABEATAAAATQD ] eUAGTFWEAANCFARAT AAgCWENvbNR IbnRFVHIWZXNdLnhtbCCiBATooAAC r\n

A AA AR AAARAAAAAAASAAALNAAASAAARAASLLAAAARAAARRAAARAAARAAAARAAARAASRAAAARAARRAAL

Snapshot 20 — Filename

From Snapshot-20, we know that the name of the file containing the meeting location is

secretrendezvous.docx. It is a word document file.

Steps Taken:
1. Follow steps one and two from Q4

2. Find the packet that contains the data relating to the attachment

138 243.886726 192.168.1.159 64.12.102.142 SMTP 1514 C: DATA fragment, 1468 I':ytes
148 243.BB7693 192.168.1.159 64.12.102.142 SMTP 1514C: DATA fragment, 1460 bytes
142 243888678 192.168.1.159 64.12.102.142 SMTP 1514 C: DATA fragment, 1468 bytes

aae man Amanoe amm arm o ara e am amm oaam esere aras e mava © P

Snapshot 21 - The packet that contains the data relating to the attachment

3. Double click on the packet to get the information on the attachment



Ml Wreshark . Packet 140 forensics.ncan - o ot

Frame 140: 1514 bytes on wire {12112 bits), 1514 bytes captwred (12132 bits) el
Ethernet 1L, 5rc: Dell ad:df:se (90:Z1:79:4d:4f:ae), Dst: Ware Tbiee:ld (90:0C:239:9b;ee:1d)
Internet Protocol Version 4, Sro: 192.168.1.159, Dst: 64.12,102,142
Transndssion Control Protocol, Src Port: 1038, Dst Port: 587, Seq: 1682, Ack: 471, Len: 14560
~ Sinple Mall Transfer Protocol

¥ Line-based tewt data (25 lines)

1_PaDE_S1CAL97C  SOECIETA- -\

rim

~=5_NentPart_300_aex) 01CAL9TC, SDECIETB R

Content-Type: application/octet-stres; \rin

\oname="seretrendezuonus . docx " yra

Content-Tramsfer-Encoding: basesdirin

Content-Disposition attachmént;vrin

yrfilenane="secretrendervous . docx™\rin

wrim =
@8 Bc I9 b ee 14 @0 X1 T Ad 4F oe 08 G0 45 0D ] I pH2 - E ~
A% dc 00 OF 40 00 A0 D5 65 9b c@ ak 01 O 40 ¢ L ]
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9 1a of 33 96 8@ 31 5T 28 38 38 45 5F 39 31 43 3.1 @e8E e
A1 34 39 37 43 Je 30 A4 85 43 31 45 37 30 34 M AOPC.9D ECIEP--
Od Do 0d Bo 2d 2 2d 2d 3d 2d M 5F e 65 TR TR we =em_Next

5B B1 2 74 57 38 30 1@ 57 30 1 36 44 57 @ N Part 808 _bB00 &1
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da 43 &6F G2 74 65 G2 T4 24 54 T4 T 65 Ja M A1 Content -Type: &
70 T@ 6c B9 61 61 74 69 6F Ge 2f 6F 63 74 65 74 pplicati onfoctet
26 TE T4 71 65 61 6d 1b Od Ga 00 Ge 61 6d 65 3d sirean; name=
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73 2= 64 BF 62 TR 22 Bd Be 43 6F Ge 74 65 G2 P4 s docx™ Contemt
2d 54 72 61 Ge 73 66 65 72 2d 45 Ge 63 G6F 64 69 -Transfe r-Encodi
Gie 67 Ja 20 62 61 73 65 36 34 0d @a 43 6F Ge 4 ng: basze 64 Comt
65 68 M4 24 A4 65 71 T 6F T3 6R 74 69 6f Gf Ja ent-Disp asitios
2B 61 74 74 61 63 68 6d 65 Ge T4 3b &d Ba B9 E6 attachm ent; . F
6% Gc 65 6= 61 6d 65 3d 23 73 65 63 72 63 74 72 ilenawe= "secretr
65 B 64 65 Ta 76 6F 75 T3 Je 64 6F 63 78 32 &d  endezwou s.dock™ ¥

Snapshot 22 - Information on the attachment

Q6. Where are they meeting, and what is the correspondent bringing?

Answer:

They are meeting at the fountain near the address:

Playa del Carmen

1 Av. Constituyentes 1 Calle 10 x la 5ta
Avenida

Playa del Carmen, 77780, Mexico

01 984 873 4000

The correspondent is bringing a fake passport and a bathing suit.

Analysis:

We already know that the correspondent is bringing a fake passport and a bathing suit from the
previous questions. To get the address from the secretrenndezvous.docx file, we have to open the
pcap file with NetworkMiner, allowing us to open the secretrendezvous.docx file. Along with the

address, we also learn that Ann Dercover is bringing all his/her/their cash.



Evidence:

Meet me at the fountain near the rendezvous point. Address below. I'm bringing all the cash.

d o d N

More.. || Map | Satellite | Terrain
N0,/
S

N ,»2’3/ Wiy
7N 7 1L Mision‘del” Habitat 57~

> Gaiaxia del,_ | = Carmen // ‘“:.;/ N
Camen, o3 AT

A

O

z V4
L /O
ha

A

Playa del Carmen

*hrdkr 35 reviews - more info »

/{ \\/4] 1 Av. Constituyentes 1 Calle 10 x la 5ta
/ [] Avenida

e Playa del Carmen, 77780, Mexico
/ N/ 01 984 873 4000
\:> ,/’} S “lﬁl
$ ‘:?/) \\ 4 4
Vol S, ¢ .'<\ N Get directions - Search nearby

Zoom here - Save to My Maps - Send

Snapshot 23 - secretrendezvous.docx

From Snapshot-14 and Snapshot-23, we know that the meeting place is a fountain near the address

provided in the Snapshot-23, and the correspondent is bringing a fake passport and a bathing suit.

Steps Taken:
1. Follow steps one, two, five and six from Q4.

2. Open Network Miner



& NetworkMiner 2.6 - O X
File Tools Help
— Select a network adapter in the list — v| [§ St
Hosts Fles Images Messages Credentisls Sessions DNS Parameters Keywords Anomalies Case Panel
Sort Hosts On: | IP Address (ascending) V|| SotandRekesh | | Fereme MO
Reload Case Files
Buffered Frames to Parse:

Snapshot 24 — NetworkMiner

3. Click on the File button on the Menu bar

%Y NetworkMiner 2.6

File | Jools Help

|7 Open Ctrl+0

O Read from PacketCache
Receive Pcap over P Ctrl+R
Exit Alt+F4

s Sessi

Snapshot 25 - NetworkMiner File Menu

4. Click on the Open button in the File menu and locate to the directory where the pcap file is

stored



~+ B

“— COMP2310 » Assignment-2 dataset

Organize v New folder

MName Date modified

Bl This PC

WD 3D Objects B forensics.pcap

Music

Pictures

File name:

Snapshot 26 - Locating the file with open function

5. Select the file and click on the open button

Type

Wireshark capture...

PCAP Files (*.pcap, *.cap, *.dun ~

&N NetworkMiner 2.6

File Tools Help
— Select a network adapterin the list —

Keywords Anomalies

Hosts (14) Files (5) Images Messages (2) Credentials (1) Sessions (2) DNS (9) Parameters (79)
Sort Hosts On: | IP Address (ascending) w Sort and Refresh
=49 10.1.1.20

+- 8% 64.12.102.142 [smtp .cs.com] [smtp.acl com] (Windows)

T 4 4

+1- g9 192.168.1.10
-4 192.168.1.30
152.168.1.159 [ANN-LAPTOP<00>] [ANN-LAPTOP<20>] [ANN-LAPTOP] (Windows)

F
) oF

Buffered Frames to Parse:

- O X
w » d Stop
Case Panel
Flename MD5
forensics... cfac149

Reload Case Files

Snapshot 27 - Opened the file with NetworkMiner



6. Click on the Files tab in NetworkMiner

& NetworkMiner 2.6 - O X
File Tools Help
— Select a network adapterin the st — ~| (B 5] (@ siop)
Keywords Anomalies Case Panel
Hosts (14) Files (5) Images Messages (2) Credentials (1) Sessions (2) DNS (9) Parameters (79) Flename MD5
Filter keyword: v |[[] Case sensitive Exar.tP!m V|k|ycol|.nn ~ | Clear Mply forensics... cfac149...
Frame nr.  Filename Extension Size Source host
80 lunchnexdtw himl hitml 400B 152.168.1.159 [ANN-LAPTOP<00>] [hNN-LAPTIi
80 lunchnestw eml eml 1350B 1592.168.1.159 [ANN-LAPTOP<00>] [ANN—LAPTIi
557 rendezvous html hitml 402B 152.168.1.159 [ANN-LAPTOP<00>] [ANN-LAPTIi
557 secretrendezvous docx  docx 2074388 192.168.1.159 [ANN-LAPTOP<00>] [ANN-LAPTIJl
557 rendezvous eml eml 2856288 192.168.1.159 [ANN-LAPTOP<00>] [ANN-LAPTI
< >|  Reload Case Files

Buffered Frames to Parse:

Snapshot 28 - Files tab

7. Right-click on the secretrendezvous.docx file and click on the Open file button



&N NetworkMiner 2.6 - m| X
File Tools Help
— Select a network adapterin the list — v| S
Keywords Anomalies Case Panel
Hosts (14) Files (5) Images Messages (2) Credentials (1) Sessions (2) DNS (3) Parameters (79) Flename MD5
Filter keyword: |7 Case sensitive |ExactPhvase v |Anycolmn | Clear || Apply| | forensics... cfac14s...
Framenr. Filename Extension Size Source host
80 lunchnextw himl htmi 400B 192.168.1.159 [ANN-LAPTOP<00>] [ANN-LAPT(
80 lunchnextw eml eml 1350B 192.168.1.159 [ANN-LAPTOP <00=] [ANN-LAPT
557 rendezvous html htrml 4028 192.168.1.159 [ANN-LAPTOP <00:] [ANN-LAPT(
557 rendezvous | Open file | [ANN-LAPTC
Open folder
Calculate MD5 / SHA1 / SHA256 hash
Auto-resize all columns
OSINT hash lookup isn't available in the free version
Sample submision isn't available in the free version
< > Reload Case Files
Buffered Frames to Parse: |

Snapshot 29 - Opening secretrendezvous.docx file

8. The file is opened in Microsoft Word

Meet me at the fountain near the rendezvous point. Address below. I'm bringing all the cash.

In Satellite | Terrain

1 Av. Constituyentes 1 Calle 10 x la 5ta

[+ / A
T Va) Q Avenid
| _ \/ 2 \Q Playa del Carmen, 77780, Mexico

01 984 873 4000

Get directions - Search nearby

Snapshot 30 - Content of secretrendezvous.docx file

N RTINS Sa—rr
e 3 :ﬁ\';s."/ \M{ w{mrng@ f\\ More.. Ii —Map
<Oy %18 ¢ i Carmen' // Y, : W L0,/
v S A O SR

. | Playadel Carmen
’ / *drkdrir 36 reviews - more info »




App Forensics

Q7. What is the Phone Model and network carrier name (carrierName) on which

MobInCube was run?

Answer:
The mobile phone is Samsung Galaxy A7.
Phone Model: SM-A720F

Carrier Name: Optus AU

Analysis:

After opening the network traffic file with the mitmproxy ui application, | found all the files that
were either requested or sent from the app on the mobile to the server. After going through all the
files, | found that the mobile phone model is SM-A720F. But the network carrier details are only
available in the POST request file. The request must be POST to send any information to the server,

and finding the carrier name with the POST request made sense. The network carrier is Optus AU.



Evidence:

'Requesl' Response Details

POST https://stats.mobincube.com/installations/503856 HTTP/1.1

Content-Type application/json
User-&gent Dalvik/2.1.8 (Linux; U; Android 8.0.0; SM-A728F Build/R16NW)
Host stats.mobincube.com
Connection Keep-Alive
Accept-Encoding gzip
Content-Length 811
{

"ADSID": “dB5af958-d823-485b-b%ab-03f6221ea425",
"IS0Country™: null,

"adminArea"™: null,

"appBuildTime": "1587863588",

"bundleID": "com.mobincube.android.sc_3DRIG7",

"earrierCode": "50582",

"earrierCountry”: "au",
"earrierName": "Optus AU",
"dataConnection™: "WiFi",

"density": "428",

"densityRatio": "2.625",

"deviceInfo": “samsung,SM-AT20F",
"deviceType": "Mobile",

"email": null,

"instance": "157733@812897715773308153695",
"language”: “"en-gh",

“locality": null,

"location™: "-33.7747415,151.1176433",
“mobileCode”: “a7yl7lte”,

"os": "Android",

"osVersion™: "8.0.0",

L N I -aia¥¥

Snapshot 31 - Mobile Phone details

From Snapshot-31, we know that the mobile phone model is SM-A720F, and the network carrier

name is Optus AU.

Steps Taken:

1. Open mitmproxy ui application



Snapshot 32 - mitmproxy ui terminal

The application will open in the default web browser

© 127 0.01-A051 4 Hows

Snapshot 33 - mitmproxy ui application

2. Click in mitmproxy button from the menu bar



@ Clear All
&= Open...

Save...

(£ Install Certificates...

Snapshot 34 - mitmproxy button from the menu bar

3. Click on the Open... button from the drop-down and locate the file that requires analysis.

SEM.4 * CON

B commobincube.androidse_3DRAGT
l f pcap

File name: | com

Snapshot 35 - Finding input file for mitmproxy



4. Select the file and click on the Open button

Q | Search % | Highigh

Fath Method Smhs Size Time =
|| mepsnt mobincune comvappsrtisaeszisoiaseap g GET 0 6730 304
_]m:'mmmmmmmnwmm GET 200 28t 32%ers
23| e apgrens comeades prgride1 GET 0 #IE s
ﬁw:‘.ﬂwmﬁmﬂm GET 200 A 500ms
=|Ju- ¥ Fminjs GET 20 T 15
| 2 ngemyappere comvassetassie minjs GET 0 BOD THms
SJ B GET 0 AmE $ims
:'le:'nmwnmh\.ﬂa GET 20 121k T20emn
(o e rin c3 GET 00 o 254
gjm:'.mmmmwmmﬁmm?m,m GET 200 650 121ms
|| ot gatmtic coms scurcesamspros MK SB YHESHL oe CofX 1R DoBudnalsdudc O am woll2 oET 200 1220 19%s)
|| nipstonts. gsiaise comvssourcesansprie Ve pdSBYKESV-L CooQahi Y o entulo0W rm woll2 GET 200 1294 199es

getale B YRSV Coe Oghi | RY DoSgpdvwbudcOM o wolt2 GeT 200 12745 178ers
| 2 it sneen: poogie-ansiytics comvanaiyics . OET 20 174k 120ems
|5] e e goose-anaytics comcatoctPr=16_veTias1352275037 A mpags Amat. 3= 1A=IDHIANIFHIF esader phpIFIINI0 Sutsan-GoadesLITF S4d1My ARG Terms.  GET 4150 230ms
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|| mepacer gatatic ¥.0 oET 2 0 s
Jm!ﬂmm‘w&_m GET 20 0 0%
[T PO s PR - S SR S GAEELA AL S AL LA CEEEAELCSiis i ANAIILiiEs SRS AdaiEmeda A = azm =
Snapshot 36 - mitmproxy ui application with input data
5. Locate the exchange that uses the POST method
e o
Q| Seach *
m O

Fam Melhod St Slbe  Time
_—'J ¥min GET no L%, 18
| i syappiens. comassets skt min s GET 200 EBE Taims
ﬁjwinwmmpw GET 200 ame S11ms
| 5] igrstmyappienms. comassetafsijs GET 200 121k T
i.—. Frin c35 GET 00 WA 254
ol hitpo Tonts: COATVOSS 300, 700, 200 GET 200 oee 121ms
P " YRSV CoRCN Y Dol i IO WOltZ GET 200 1220 103
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e

Snapshot 37 - Locating the file

6. Click on the exchange to see its details



Pam Method Status Size Tme = Roou
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Snapshot 38 - Details of the Mobile Phone

Q8. What is the location (latitude and longitude) value shared with

https://stats.mobincube.com?

Answer:

The location value that is shared with https://stats.mobincube.com is “-33.7747415, 151.1176433".

These latitude and longitude values are BD, 4 Research Park Dr, Macquarie Park NSW 2113,

Australia.

Analysis:
The location can be found from the details from the

https://stats.mobincube.com/installations/503856 exchange. The location value is found to be

33.7747415, 151.1176433.


https://stats.mobincube.com/
https://stats.mobincube.com/
https://stats.mobincube.com/installations/503856

Evidence:

Request | Response Details

POST https://stats.mobincube.com/installations/563856 HTTP/1.1

4

Content-Type application/json

User-Agent Dalvik/2.1.8 (Linux; U; Android 8.8.8; SM-A720F Build/R16NW)
Host stats.mobincube.com

Connection Keep-Alive

Accept-Encoding gzip

Content-Length 811

{

"ADSID": "d65af958-d823-485b-b%ab-083f6221ead25”,
"ISOCountry™: null,

"adminArea™: null,

"appBuildTime": "1587863508",

"bundleID": "com.mobincube.android.sc_3IDRIGT",
"carrierCode™: "58502",

"carrierCountry"”: "au",
"carrierName™: "Optus AU",
"dataConnection™: "WiFi",

"density™: "428",

"densityRatio™: "2.625",

"deviceInfo": "samsung,SM-AT720F",
"deviceType™: "Mobile®,

"email": null,

"instance": "15773381289771577330153695",
"language”: “en-gb",

"locality": null,

"location™: "-33.7747415,151.1176433",
"mobileCode™: "a7yl7lte",

"os": "Android",

"osVersion™: "B.@.8",

-
&

Snapshot 39 - Location of the Mobile Phone
From Snapshot-39, we know that the location of the Mobile phone is 33.7747415, 151.1176433.

Steps Taken:

e Sameas Q7

Q9. Visit the privacy policy of MobInCube
(http://myappterms.com/reader.php?lang=en), and report whether or not the app is
transparent about the information they collect?

Answer:

Yes, the app is transparent about the information it collects.

Analysis:
| used a web browser to visit the app’s privacy policy web page. After reading the web page, | came

to the conclusion that the app is transparent about the information it collects.



Evidence:

Please refer to the website (http://myappterms.com/reader.php?lang=en) for evidence.

From the first section, we can understand that the app neither collects any information with
malicious purposes nor collects information such as name, email, phone number, etc., unless the
user enters intentionally. We can understand that only non-personal information is collected
automatically and what data is considered personal from the second section. We can understand
that no information is collected from the children under 13 years from the third section. Sections
four and five give us information regarding how MobInCube collects the data and how is it used.
Section twelve states that the app was not developed to access phone numbers for the users’
privacy. All the sections in the website clearly state how MobInCube collects and shares the data and

the involvement of any third parties.
Steps Taken:

1. Visit http://myappterms.com/reader.php?lang=en on a web browser

PRIVACY POLICY

WHAT DOES THIS DOCUMENT CONTAIN?

1. WHAT INFORMATION DOES THE APP COLLECT?

Snapshot 40 - MobinCube Privacy Policy Webpage
2. Read the information present on the webpage

Q10. What are your recommendations on the security and privacy options of the app?

Would you recommend this app to a user? Why or why not?

Answer:

My recommendations to the security and privacy options of the app are:

1. Build their libraries such that there is no need to share the data with the third parties


http://myappterms.com/reader.php?lang=en
http://myappterms.com/reader.php?lang=en

2. Itis better to send a mail to users stating that there are changes made to the privacy policy
3. Make a one-click button to stop targeted advertising instead of going to a website and
following a process.

4. Do not collect location information

| will recommend this app to other users. Most of the apps available on the play store/App Store
have similar privacy policies. Some of the apps are not transparent regarding the data they collect
and how they use it. In my opinion, this app is safe to use. The privacy policy of the MobInCube app
also stated that if any third party misused the user information shared with them, the app would
withdraw their relation. Users can also block this app from accessing the location of the phone. This

app feels safe to use, and | recommend this app to others.

Conclusion
After analysing the captured packets from my friend, | learned that my friend’s neighbour’s name is

Ann Dercover, and his/her/their email address is sneakyg33k@aol.com. The password of Ann
Dercover’s email address is 558r00lz. Ann Dercover sent emails to two other correspondents. One is

to sec558@gmail.com regarding lunch they had planned for next week, and another is to

mistersecretx@aol.com regarding rendezvous. In the email to sec558@gmail.com, Ann Dercover

wrote that he/she/them would not be available for the lunch they planned as Ann is going out of

town. In the email sent to mistersecretx@aol.com, Ann Dercover asked the correspondent to meet

her near a fountain located at the address attached to the email. Ann Dercover also asked the
correspondent to bring a fake passport and a bathing suit. Ann Dercover is most likely gone on a

vacation with mistersecretx@aol.com. The name of the email attachment that is containing the

location information is secretrendezvous.docx. The secretrendezvous.docx file tells us that the
location is Playa del Carmen, Mexico. From the file, we also know that Ann Dercover is bringing all
her cash. After analysing the network traffic from the MobInCube app to the server, | learnt that the
mobile phone model is SM-A720F, and the network carrier is Optus AU. | also learnt that the location
from where the app was used is BD, 4 Research Park Dr, Macquarie Park NSW 2113, Australia. The
latitude and longitude coordinates are -33.7747415, 151.1176433. It looked like the MobInCube app
is transparent about the information they collect. | also recommend this app to other users. The app
is safe to use and has similar security and privacy features to other apps in the market. Users can

also block the app from accessing the mobile location.

Glossary
e Wireshark 3.4.4 — Wireshark

e NetworkMiner 2.6 — NetworkMiner


mailto:sec558@gmail.com
mailto:mistersecretx@aol.com
mailto:mistersecretx@aol.com
mailto:mistersecretx@aol.com

e mitmproxy ui 6.0.2 — mitmproxy ui

Appendix

e SMTP -Secure Mail Transfer Protocol

e PCAP — Packet Capture
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