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Abstract 

This report contains the forensic analysis of two different network traffic captures. One network 

traffic capture is from my friend, and the other is from Google. My friend captured the network 

traffic of his neighbour a week ago, and I’m an employee at Google and was asked to perform 

analysis on the MobInCube app. 
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Acquisition 

I was given two network traffic captures to be analysed, one by my friend and another by Google. 

The first network traffic capture contains my friend’s neighbour’s traffic, whom my friend suspects 

to be in the wrong place. The second network capture has the traffic that was sent and received by 

the MobInCube app. MobInCube is a tool to create apps for free without the need for coding [1]. I 

used Wireshark 3.4.4, NetworkMiner 2.6, and mitmproxy 6.0.2 to conduct the forensic analysis with 

Windows 10 Pro operating system. I used lightshot software to capture snapshots and Microsoft 

Word to generate this report. 

Network Forensics 

Q1. What is the neighbour’s name? 

Answer: 

The name of my friends neighbour is Ann Decover. 

Analysis: 

After analysing packets with STMP (Simple Mail Transfer Protocol) protocol, I found a mail from Ann 

Dercover to sec558@gmail.com. The mail also states that Ann cannot go to lunch with the recipient 

next week as Ann is going out of town. 

Evidence Analysed: 

 

From Snapshot-1, we know the name of the neighbour as Ann Dercover. 

Steps Taken: 

1. Open Wireshark 

2. Load the network capture file (pcap file) into Wireshark 

3. Scroll down till you find SMTP 

mailto:sec558@gmail.com


 

4. Find the packet where a mail was sent from the neighbour 

 

5. Double click on the packet to see its information 

 

Q2. What is the neighbour’s email address? 

Answer: 

Ann Dercover’s email address is sneakyg33k@aol.com 

Analysis: 

Similar to Q1, analysing STMP packets will give us information regarding Ann’s email address 

Evidence: 

From snapshot-1, we know that Ann Dercover’s email address is sneakyg33k@aol.com 

mailto:sneakyg33k@aol.com
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Steps Taken:  

• Same as Q1 

Q3. What is the neighbour’s email password? 

Answer: 

The password of Ann Dercovers email address is 558r00lz. As the username and password are 

encrypted, I decrypted the hashed password NTU4cjAwbHo= with base64. 

Analysis: 

By going through SMTP packets, we can find the username and password used by Ann Dercover. 

However, the username and the password are encrypted and can be decrypted using base64. I used 

the online tool icyberchef to decrypt the username and password. 

Evidence: 

 

 

 

From Snapshot-1, Snapshot-5 and Snapshot-6, we know that the email address of Ann Dercover is 

sneakyg33k@gmail.com, and the password is 558r00lz. 

mailto:sneakyg33k@gmail.com


Steps Taken: 

1. Follow the steps 1-3 from Q1 

2. Find the packet that contains the hashed username 

 

3. Find the packet that contains the hashed password 

 

4. Copy the hashes and paste them on the Input box of the icyberchef.com website 

 

5. Select the recipe as From Base64 (decrypt from base64) 

 

6. Click on the Bake button if auto bake is not selected 



 

7. Get the decrypted username and password from the Output box 

 

Q4. What are the email addresses (at least two) of the neighbour’s correspondents? 

What is the email of the correspondent the neighbour is most likely have gone to 

visit? 

Answer: 

Ann Dercover sent an email to: 

1. sec558@gmail.com 

2. mistersecretx@aol.com 

Ann Dercover is most likely to visit the owner of the mistersecretx@aol.com email address. 

Analysis: 

By analysing the SMTP packets from the network capture, we can find two emails sent by Ann 

Dercover. One email was sent to sec588@gmail.com with the subject lunch next week, and the 

other email was sent to mistersecretx@aol.com with the subject rendezvous. In the email to 

sec588@gmail.com, Ann Dercover says that he/she/they will not be available for lunch next week as 

Ann is going out of town. Whereas in the email to mistersecretx@aol.com, Ann Dercover asks the 

recipient to bring a fake passport and a bathing suit and that the address is attached to the email. It 

looks like Ann Dercover is going out on vacation with mistersecretx@aol.com. 

mailto:sec558@gmail.com
mailto:mistersecretx@aol.com
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Evidence: 

 



 

From Snapshot-13 and Snapshot-14, we can understand that Ann Dercover is mostly to visit 

mistersecretx@aol.com. 

Steps Taken: 

1. Follow steps one and two from Q1. 

2. Enter smtp into filter bar and press enter 

mailto:mistersecretx@aol.com


 

This will only show the packets that use the SMTP protocol. 

3. Find the packet that contains the data of the email sent to sec558@gmail.com 

 

4. Double click on the packet to see the email content 

 

5. Find the packet that contains the data of the email sent to mistersecretx@aol.com 

 

mailto:sec558@gmail.com
mailto:mistersecretx@aol.com


6. Double click on the packet to see the email content 

 

Q5. What is the name of the file containing the meeting location? 

Answer: 

The name of the file containing the meeting location is secretrendezvous.docx. 

Analysis: 

By analysing the SMTP packets of email sent to mistersecretx@aol.com, we know that the name of 

the file containing the meeting location is secretrendezvous.docx. 

mailto:mistersecretx@aol.com


Evidence: 

 

From Snapshot-20, we know that the name of the file containing the meeting location is 

secretrendezvous.docx. It is a word document file. 

Steps Taken: 

1. Follow steps one and two from Q4 

2. Find the packet that contains the data relating to the attachment 

 

3.  Double click on the packet to get the information on the attachment 



 

Q6. Where are they meeting, and what is the correspondent bringing? 

Answer: 

They are meeting at the fountain near the address: 

Playa del Carmen 

1 Av. Constituyentes 1 Calle 10 x la 5ta 

Avenida 

Playa del Carmen, 77780, Mexico 

01 984 873 4000 

The correspondent is bringing a fake passport and a bathing suit. 

Analysis: 

We already know that the correspondent is bringing a fake passport and a bathing suit from the 

previous questions. To get the address from the secretrenndezvous.docx file, we have to open the 

pcap file with NetworkMiner, allowing us to open the secretrendezvous.docx file. Along with the 

address, we also learn that Ann Dercover is bringing all his/her/their cash. 



Evidence: 

 

From Snapshot-14 and Snapshot-23, we know that the meeting place is a fountain near the address 

provided in the Snapshot-23, and the correspondent is bringing a fake passport and a bathing suit. 

Steps Taken: 

1. Follow steps one, two, five and six from Q4. 

2. Open Network Miner 



 

3. Click on the File button on the Menu bar 

 

4. Click on the Open button in the File menu and locate to the directory where the pcap file is 

stored 



 

5. Select the file and click on the open button 

 



6. Click on the Files tab in NetworkMiner 

 

7. Right-click on the secretrendezvous.docx file and click on the Open file button 



 

8. The file is opened in Microsoft Word 

 



App Forensics 

Q7. What is the Phone Model and network carrier name (carrierName) on which 

MobInCube was run? 

Answer: 

The mobile phone is Samsung Galaxy A7. 

Phone Model: SM-A720F 

Carrier Name: Optus AU 

Analysis: 

After opening the network traffic file with the mitmproxy ui application, I found all the files that 

were either requested or sent from the app on the mobile to the server. After going through all the 

files, I found that the mobile phone model is SM-A720F. But the network carrier details are only 

available in the POST request file. The request must be POST to send any information to the server, 

and finding the carrier name with the POST request made sense. The network carrier is Optus AU. 



Evidence: 

 

From Snapshot-31, we know that the mobile phone model is SM-A720F, and the network carrier 

name is Optus AU. 

Steps Taken: 

1. Open mitmproxy ui application 



 

The application will open in the default web browser 

 

2. Click in mitmproxy button from the menu bar 



 

3. Click on the Open… button from the drop-down and locate the file that requires analysis. 

 



4. Select the file and click on the Open button 

 

5. Locate the exchange that uses the POST method 

 

6. Click on the exchange to see its details 



 

Q8. What is the location (latitude and longitude) value shared with 

https://stats.mobincube.com? 

Answer: 

The location value that is shared with https://stats.mobincube.com is “-33.7747415, 151.1176433”. 

These latitude and longitude values are BD, 4 Research Park Dr, Macquarie Park NSW 2113, 

Australia.  

Analysis: 

The location can be found from the details from the 

https://stats.mobincube.com/installations/503856 exchange. The location value is found to be 

33.7747415, 151.1176433. 

https://stats.mobincube.com/
https://stats.mobincube.com/
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Evidence: 

 

From Snapshot-39, we know that the location of the Mobile phone is 33.7747415, 151.1176433. 

Steps Taken: 

• Same as Q7 

Q9. Visit the privacy policy of MobInCube 

(http://myappterms.com/reader.php?lang=en), and report whether or not the app is 

transparent about the information they collect? 

Answer: 

Yes, the app is transparent about the information it collects. 

Analysis: 

I used a web browser to visit the app’s privacy policy web page. After reading the web page, I came 

to the conclusion that the app is transparent about the information it collects. 



Evidence: 

Please refer to the website (http://myappterms.com/reader.php?lang=en) for evidence. 

From the first section, we can understand that the app neither collects any information with 

malicious purposes nor collects information such as name, email, phone number, etc., unless the 

user enters intentionally. We can understand that only non-personal information is collected 

automatically and what data is considered personal from the second section. We can understand 

that no information is collected from the children under 13 years from the third section. Sections 

four and five give us information regarding how MobInCube collects the data and how is it used. 

Section twelve states that the app was not developed to access phone numbers for the users’ 

privacy. All the sections in the website clearly state how MobInCube collects and shares the data and 

the involvement of any third parties. 

Steps Taken: 

1. Visit http://myappterms.com/reader.php?lang=en on a web browser 

 

2. Read the information present on the webpage 

Q10. What are your recommendations on the security and privacy options of the app? 

Would you recommend this app to a user? Why or why not? 

Answer: 

My recommendations to the security and privacy options of the app are: 

1. Build their libraries such that there is no need to share the data with the third parties 

http://myappterms.com/reader.php?lang=en
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2. It is better to send a mail to users stating that there are changes made to the privacy policy 

3. Make a one-click button to stop targeted advertising instead of going to a website and 

following a process. 

4. Do not collect location information 

I will recommend this app to other users. Most of the apps available on the play store/App Store 

have similar privacy policies. Some of the apps are not transparent regarding the data they collect 

and how they use it. In my opinion, this app is safe to use. The privacy policy of the MobInCube app 

also stated that if any third party misused the user information shared with them, the app would 

withdraw their relation. Users can also block this app from accessing the location of the phone. This 

app feels safe to use, and I recommend this app to others. 

Conclusion 
After analysing the captured packets from my friend, I learned that my friend’s neighbour’s name is 

Ann Dercover, and his/her/their email address is sneakyg33k@aol.com. The password of Ann 

Dercover’s email address is 558r00lz. Ann Dercover sent emails to two other correspondents. One is 

to sec558@gmail.com regarding lunch they had planned for next week, and another is to 

mistersecretx@aol.com regarding rendezvous. In the email to sec558@gmail.com, Ann Dercover 

wrote that he/she/them would not be available for the lunch they planned as Ann is going out of 

town. In the email sent to mistersecretx@aol.com, Ann Dercover asked the correspondent to meet 

her near a fountain located at the address attached to the email. Ann Dercover also asked the 

correspondent to bring a fake passport and a bathing suit. Ann Dercover is most likely gone on a 

vacation with mistersecretx@aol.com. The name of the email attachment that is containing the 

location information is secretrendezvous.docx. The secretrendezvous.docx file tells us that the 

location is Playa del Carmen, Mexico. From the file, we also know that Ann Dercover is bringing all 

her cash. After analysing the network traffic from the MobInCube app to the server, I learnt that the 

mobile phone model is SM-A720F, and the network carrier is Optus AU. I also learnt that the location 

from where the app was used is BD, 4 Research Park Dr, Macquarie Park NSW 2113, Australia. The 

latitude and longitude coordinates are -33.7747415, 151.1176433. It looked like the MobInCube app 

is transparent about the information they collect. I also recommend this app to other users. The app 

is safe to use and has similar security and privacy features to other apps in the market. Users can 

also block the app from accessing the mobile location. 

Glossary 
• Wireshark 3.4.4 – Wireshark 

• NetworkMiner 2.6 – NetworkMiner 

mailto:sec558@gmail.com
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• mitmproxy ui 6.0.2 – mitmproxy ui 

Appendix 
• SMTP -Secure Mail Transfer Protocol 

• PCAP – Packet Capture 
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