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Abstract 

This report contains the COMP2320 CTF-1 report of group 9 (Sujith Bellam, Beau Williams, Daniel 

Zappala, Liam Strang, Udit Mahajan and Harsh Patel). CTF (Capture the Flag) is a hacking competition 

to find the flag by finding and using exploits and other programs [1]. CTF-1 Consisted of three 

challenges, bulkbinder – 1, bulkbinder – 2 and burger. In summary, bulkbinder -1 was solved using 

Linux commands like find, while and grep, bulkbinder – 2 was solved by exploiting the 

backupHome.sh shell script by the user priv and burger was cracked with the shadow file obtained 

via privilege escalation and using the .dictionary from public directory to find the password. 
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1. Ethical Disclosure 

The CTF – 1 was done in a controlled environment via a virtual box for educational purposes only. 

My team and I understand the complications o0f gained knowledge and know that this knowledge 

must not be used on real servers or machines under any circumstance without permission. 

2.  Scope of Work 

For CTF – 1, my team was given two machines to work on: bulkbinder and burger. Bulkbinder 

machine contains two different challenges, and the burger machine has only one challenge. The 



three challenges are as follows, bulkbinder – 1: find the flag by attaching all the files based on their 

sizes and decoding the content of the files via base64, bulkbinder – 2: to find the flag that is in the 

home directory of another user, and burger: flag of the burger machine is the root password. We 

were given the usernames and passwords of a user for both the machines, which are ctf1 and ctf1 

for bulkbinder and cheese and walnut123 for the burger. Our CTF – 1 was started on 19/03/2021 at 

2 pm and ended on 19/03/2021 at 4 pm. We successfully found both the flags from bulkbinder, 

which is the easiest and failed to find the burger machine’s flag in the 2-hour time slot. However, we 

managed to find it later.  

3. Test Team Details 

Udit Mahajan and Daniel Zappala solved Bulkbinder – 1 challenge. I solved Bulkbinder – 2 challenge, 

and Liam Strang solved the Burger challenge. Beau Williams assisted all the three challenges 

providing helpful insights and ideas. Harsh Patel did not contribute anything. 

4. List of the Tools Used 

1. Virtual Box 

2. Windows Terminal 

I used Virtual Box to import and run the machines. For the Bulkbinder machine, with a bridged 

connection, I used my windows terminal to connect to the machine via SSH. I used windows terminal 

as it would be easier to copy and paste and change between tabs.  

5. Identified Vulnerabilities 

Information Gathering and CTF Steps 

1. Bulkbinder Machine 

Bulkbinder machine has two flags. 

1. flag – 1 

Commands Used: find, sort, cut, while, cat, do, base64 and grep 

 

𝑓𝑖𝑛𝑑 . −𝑡𝑦𝑝𝑒 𝑓 − 𝑒𝑥𝑒𝑐 𝑙𝑠 − 𝑙 {} \;  | 𝑠𝑜𝑟𝑡 |𝑐𝑢𝑡 − 𝑐 41

−  | 𝑤ℎ𝑖𝑙𝑒 𝑟𝑒𝑎𝑑 𝑜𝑢𝑡;  𝑑𝑜 𝑐𝑎𝑡 $𝑜𝑢𝑡;  𝑑𝑜𝑛𝑒 | 𝑏𝑎𝑠𝑒64 − 𝑑 | 𝑔𝑟𝑒𝑝 𝑐𝑡𝑓1 

 

Will find and print the flag “𝑐𝑡𝑓1{1𝑘𝑛0𝑤𝐻0𝑤𝑇𝑜𝐵4$ℎ𝑁𝑜𝑤!!}”.   



 

Figure 1  

𝑓𝑖𝑛𝑑 . −𝑡𝑦𝑝𝑒 𝑓 − 𝑒𝑥𝑒𝑐 𝑙𝑠 − 𝑙 {} \;  will list all the files from the directory and subdirectories.  

 

Figure 2. 

Here −𝑡𝑦𝑝𝑒 𝑓 tells the find command that we are searching for a file (f), −𝑒𝑥𝑒𝑐 command will 

execute 𝑙𝑠 − 𝑙 on every file found.  

 

Figure 3 

𝑙𝑠 − 𝑙 will display the file’s information like the read, write and execute permissions, owner and the 

group of the file, size of the file in bytes, date of the file created an, and the file’s location. 

 

Figure 4  



𝑠𝑜𝑟𝑡 command will sort the files according to the size in ascending order. 

 

Figure 5 

𝑐𝑢𝑡 − 𝑐 41 −  will remove all the information except the location of the files. Here −𝑐 represent to 

be cut in columns and 41 −  illustrates only keeping the file information from 41st byte to end. 

 

Figure 6  

𝑤ℎ𝑖𝑙𝑒 𝑟𝑒𝑎𝑑 𝑜𝑢𝑡;  𝑑𝑜 𝑐𝑎𝑡 $𝑜𝑢𝑡;  𝑑𝑜𝑛𝑒 will print all the data from each file. While is a loop that reads 

each file as the variable ‘out’, which then prints the data from each file $𝑜𝑢𝑡. The while loop here 

prints the data from all the files as a single file based on the files’ size. This data is encoded in base46 

format and must be decoded. 

 

Figure 7  



Base64 is the command used to either encode or decode data into base64 format. 𝑏𝑎𝑠𝑒64 − 𝑒 will 

encode the data, and 𝑏𝑎𝑠𝑒64 − 𝑑 will decode the data. All the data is decoded into plain text, and 

we can read from the information that the flag starts with ctf1. 

 

Figure 8 

𝑔𝑟𝑒𝑝 command is used to find the keyword from the data. 𝑔𝑟𝑒𝑝 𝑐𝑡𝑓1 will only print the lines that 

contain the keyword ‘ctf1’, which prints out the flag.  

2. Flag – 2 

Commands used: ls, cat, nano, mv, chmod. 

The description and privCron.txt give enough information about the user priv, the cron job, the flag 

and the backupHome.sh script. We know that there is a flag file in the home directory of priv which 

contains the flag. We also know that there is a script running to backup priv’s home directory every 

minute. 

 

Figure 9 

The home directory of priv contains two folders, backup and scripts and a flag file. We cannot view 

the backup folder’s contents as the folder’s permission is 700, and it is the same as the flag file with 



its permission being 400. Only the scripts folder has the permissions set to 777, which means we 

can read, write and execute the folder’s contents. 

 

Figure 10 

Inside the scrips folder, there is only one file, and it is the backupHome.sh script file. backupHome.sh 

is owned by user and group priv and has the file permission 744. This means that we can only read 

the file. However, we can add files and scripts to the scripts folder.  

 

Figure 11 

I created the file bb, which contains a script to change the flag file’s permissions to 777. 

 

Figure 12 

I then renamed the file from bb to backupHome.sh, replacing the original file. 



 

Figure 13 

I then changed the file permission of the new backupHome.sh file to 777, so that every user can 

read, write and execute this script. 

We can see that the new backupHome.sh file is owned by the user and group ctf1 (me). When the 

cronjob runs the script, the permission of the flag file in the home directory of priv will be changed 

to 777, and every user in the machine will be able to read the flag. 

 

Figure 14 

Now, as we can read the content of the flag file by printing the file with the cat command 



 

Figure 15 

The flag is “𝑐𝑡𝑓1{𝑃𝑟! 𝑣𝐸𝑠𝑐$𝑠𝐹𝑢𝑛!!}”. 

2. Burger Machine (root password) 

  

Commands Used: cd, ls, wc, head, cat, find, grep, cp, nano, mv, bash, whoami, while, read, 

mkpasswd, paste, grep. 

After searching for quite a long time, I found a . 𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦 file hidden in the public directory.  

 

Figure 16 

. 𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦 file contains passwords, which we will use later to brute force the password for the 

root user. There are 632 passwords in the . 𝑑𝑖𝑐𝑡𝑖𝑜𝑜𝑛𝑎𝑟𝑦 file. We can find the number of lines in a 

file by using 𝑤𝑐 − 𝑙 < 𝑓𝑖𝑙𝑒𝑛𝑎𝑚𝑒 > command. 

 

Figure 17 



 To search for any more hidden files in the system, I used the command 𝑓𝑖𝑛𝑑 / −𝑛𝑎𝑚𝑒 “.∗ ” 2 >

&1 | 𝑔𝑟𝑒𝑝 − 𝑣 /𝑠𝑦𝑠/ | 𝑔𝑟𝑒𝑝 − 𝑣 “𝑃𝑒𝑟𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑑𝑒𝑛𝑖𝑒𝑑” . 𝑔𝑟𝑒𝑝 − 𝑣 will remove the specified 

results from the output. Here I removed /sys/ and permission denied making it easier to find the 

hidden files. /usr/ contains shareable and read-only files like executable binaries and libraries, man 

files and more [2]. . 𝑐𝑠 folder from the /usr/share is created on purpose. 

 

Figure 18 

Inside the . 𝑐𝑠 folder, there are two shell scripts, 𝑙𝑜𝑔𝑟𝑜𝑡𝑎𝑡𝑒 and 𝑠𝑢𝑚.  

  

Figure 19 

𝑙𝑜𝑔𝑟𝑜𝑡𝑎𝑡𝑒 file has the script to forward all the error messages to the stdout and print that logrotate 

completed successfully. But the sum script is different. 𝑠𝑢𝑚 script required to files to be present in 

the foodie folder, 𝑘𝑒𝑦 and 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒. 𝑘𝑒𝑦 file needs to contain the keyword 𝑘𝑒𝑦, and 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒 must 

be a binary file. It will change the user and the group of the 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒 to 𝑟𝑜𝑜𝑡: 𝑟𝑜𝑜𝑡 and file 

permissions to 777. 



 

Figure 20 

I created a 𝑘𝑒𝑦 file with word turn in it. 𝑛𝑎𝑛𝑜 𝑘𝑒𝑦 . 

 

Figure 21 

 I copied the /bin/bash to the foodie folder and renamed it to 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒. 

 

Figure 22 

cron.log shows that 𝑙𝑜𝑔𝑟𝑜𝑡𝑎𝑡𝑒 was successful and the sum returned. 

 

Figure 23 

Now there is only one file in the foodie directory. 



 

Figure 24 

Now, this 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒 owner is root but has the permissions 777.  

 

Figure 25 

As 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒 is /𝑏𝑖𝑛/𝑏𝑎𝑠ℎ, we can use -p and get root user privileges. If we just run the 𝑟𝑒𝑎𝑑𝑓𝑖𝑙𝑒, 

the bash will still be with the user even when it is owned by root. So, we use −𝑝 to tell bash to 

launch with the actual owner. 

 

Figure 26 

I copied the passwd, shadow and dictionary files into the home directory of cheese user with root 

user privileges and changed the files’ permission to 777. 



With these files, I can find the password of the root user. 

 

Figure 27 

From the shadow file, we know that the password is SHA-512 encryption, the salt of the root user is 

EOROmEk/8SNQ3EtZ, and the hash of the root user password is 

CEgDavCO07jFa0M3yrNYIu3r8r2qZikFaXDcsQ/9L4O8ZYG67R5NhQho9WrspcvkPd6gCASmaJansTKlBF

6KO1.  

 

Figure 28 

By using 𝑚𝑘𝑝𝑎𝑠𝑠𝑤𝑑 , I made hashed passwords for all the passwords in the dictionary file with the 

root user salt and stored it in the hashedDisctionary.txt file.  



 

 

Figure 29 

But it is not possible to identify the password with just the password hash. 

 

Figure 30 

So, I created 𝑐𝑜𝑚𝑏𝑖𝑛𝑒𝑑𝐻𝑎𝑠ℎ𝑒𝑑𝐷𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦. 𝑡𝑥𝑡 file that contains both the actual password and the 

hashed password side by side. 

 

Figure 31 

Now, I used grep to find root users password. 



 

Figure 32 

𝑔𝑟𝑒𝑝 𝐶𝐸𝑔𝐷𝑎𝑣𝐶𝑂07𝑗𝐹𝑎0𝑀3𝑦𝑟𝑁𝑌𝐼𝑢3𝑟8𝑟2𝑞𝑍𝑖𝑘𝐹𝑎𝑋𝐷𝑐𝑠𝑄

/9𝐿4𝑂8𝑍𝑌𝐺67𝑅5𝑁ℎ𝑄ℎ𝑜9𝑊𝑟𝑠𝑝𝑐𝑣𝑘𝑃𝑑6𝑔𝐶𝐴𝑆𝑚𝑎𝐽𝑎𝑛𝑠𝑇𝐾𝑙𝐵𝐹6𝐾𝑂1 𝑐𝑜𝑚𝑏𝑖𝑛𝑒𝑑𝐻𝑎𝑠ℎ𝑒𝑑𝐷𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦. 𝑡𝑥𝑡 

Which will give us the password of the root user, “𝑅𝑒𝑑𝑉𝑒𝑙𝑣𝑒𝑡𝐶𝑎𝑘𝑒”. 

 

Figure 33 – Successful login of root user with the password “RedVelvetCake” 

7. Reflection 

CTF – 1 is a great way to test what we have learned so far and gain practical knowledge. CTF – 1 

being a group assessment helped us to look at the same problem very differently. Each of us might 

have a different perspective and approach to a problem, and it was exciting and knowledgeable to 

learn how others think or process information. I learned a lot from Liam and Beau in this CTF. I am 

satisfied with my and most of my group members performance in this CTF and what we learnt 

through it. 

8. Conclusion 

CTF – 1 assessment taught me how important it is to know how others think and how much I must 

learn. CTF – 1 showed me my strengths and the areas I need more practice in. CTF – 1 also made me 

understand the ethical implications of cracking the machines in real-life scenarios and its impact on 

the business or the owner. My team and I know that using this knowledge without consent will or 

can have legal and ethical actions. With this CTF, I learned how to get information hidden in peculiar 

ways, modify the shell scripts to steal information from other users on the machine, and gain 

privilege escalation and brute force the root user’s password. These actions done in real life without 

consent can cause a lot of damage. 
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10. Appendix – A 

 

Figure 34 - Shoes most popular and frequently used commands in UNIX 

 


