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Abstract 

This report contains the COMP2320 CTF-2 report of Group-9 (Sujith Bellam, Beau Williams, Daniel 

Zappala, Liam Strang, Udit Mahajan, and Harsh Patel). CTF-2 consisted of three challenges, Reach, 

Courses and Learna. Reach uses curl post request, and it is used for getting the flag; courses have a 

website called Omega, and the flag was found by SQL injection, and Learna is a website that will 

accept image files once logged in, the flag was found by uploading PHP scripts. 
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1. Ethical Disclosure 

The CTF-2 was done in a controlled environment in a virtual box for educational purposes only. We 

hacked the websites from hack the box, and we were authorized to use them to learn vulnerabilities 

and hacking for educational purposes. My team and I understand the complications of gained 

knowledge and know that this knowledge must not be used on real websites and servers under any 

circumstance without permission. 



2. Scope of Work 

For CTF – 2, my team was given three challenges to solve: Reach, Courses, and Learna. Each 

challenge contains a flag, and we can find the flags by hacking the websites. Reach website challenge 

was to give the host the curl command. Course challenge is a website for the university named 

Omega. The flag can be found once we log in to the website. Sqlmap is used for SQL injection for this 

website. Learna flag can be found by using Local File Inclusion(LFI) exploit. The website doed not 

verify the file type, so it was easy to get the flag. 

3. Test Team Details 

Liam Strang solved the Reach challenge. I was a minute away from getting the Reach flag, but Liam 

got it first. I solved the Courses challenge, and Liam Strang solved the Learna challenge. Beau 

Williams, Daniel Zappala, and Udit Mahajan worked on all the challenges providing helpful insights 

and ideas. Harsh Patel did not contribute anything neither communicated. 

4. List of Tools Used 

 1. Kali Linux in Virtual Box 

 2. Google Chrome 

I used Kali Linux 2021.1 OS (Operating System) to run different tools and exploits on the challenge 

websites on the virtual box. I used google chrome on my Windows 10 OS to accept team members of 

my group and start the servers of the challenges. 

5. Identified Vulnerabilities 

5.1 Information Gathering and CTF Steps 

5.1.1 Reach Challenge 

Commands Used: curl and its parameters 

 

ℎ𝑡𝑡𝑝 𝑓𝑖𝑙𝑒://𝑙𝑜𝑐𝑎𝑙ℎ𝑜𝑠𝑡/. ./𝑓𝑙𝑎𝑔 



The command will print the flag HTB{ch3ck_0ut_th1s_pw4g3!}.  

 

 

We can download the contents of the Reach challenge. The folder contains the following content 

 

The flag file here contains a fake flag. The commandModel.php file from challenges >> models folder 

will show the curl command 



 

The above code tells us that we can get the flag file by giving the correct input into the host field. 



 

The code in the main.js file in challenge >> static >> js tells us that we cannot use any special 

characters mentioned in the map variable, as they will be removed. So will have to traditional curl to 

access the file. 



 

The CurlController.php file on challenge >> controllers checks for the first four letters of the host and 

will only run the command if the first four letters entered are “HTTP” and curl http://localhost if not. 

So, the first four letters of the entered host have to be HTTP. As we need the contents inside the flag 

file, we will have to use the file as the header, and the flag file is only one directory behind it. 

ℎ𝑡𝑡𝑝 𝑓𝑖𝑙𝑒://𝑙𝑜𝑐𝑎𝑙ℎ𝑜𝑠𝑡/. ./𝑓𝑙𝑎𝑔 

Here, HTTP is required to pass through the CurlController.php file is used as we are requesting for a 

file and ../ mentions that the directory is the previous one and flag is the file we are requesting. 

Thus, we will get the flag by entering  ℎ𝑡𝑡𝑝 𝑓𝑖𝑙𝑒://𝑙𝑜𝑐𝑎𝑙ℎ𝑜𝑠𝑡/. ./𝑓𝑙𝑎𝑔 as host. 

 

5.1.2 Course Challenge 

Commands used: SQLMAP and its parameters 

http://localhost/


 

 

The Course challenge has a website. There are only two interesting pages on this website, and they 

are students.php and login.php in the portal directory. The best way to get the flag is to perform SQL 

Injection to either search form of students.php or username and password of login.php. There is no 

knowledge on which database is being used, neither if the query is a prepared statement or not. This 



is a blind injection, and I decided to use SQLMAP. 

 

Here, -u says that the URL is provided and the URL is 

http://138.68.182.108:30709/portal/students.php and –data to give data, here my data is 

student=john. 

http://138.68.182.108:30709/portal/students.php


 

The student is the name of the input box, and I’m passing the keyword john. I chose John as this 

name is displayed by default, and I know that it will return student(s) with the name John.  

The result of the command asked to mention level and risk as it could not find any vulnerability on 



the student. 

 

 

I decided not to mention the --dbms field as I don’t know what database is being used. MySQL is the 

database that is most commonly used with PHP. 



 

SQLMAP found the vulnerability “john%’ AND 1386=1386 AND ‘DkFV%’=’DKFV “and the database as 

MySQL. Here 1386=1386 and ‘DkFV%’ = ‘DkFV will return true. Using this, we can find all the 

databases. 



 

I did not add --dbms as the SQLMAP already knows the database used, --dbs is used to list all the 

databases, and --threads is used to give more threads to SQLMAP. There are four databases, and 

they are 



 



mysql, information_schema, and performance_schema are the most common databases in MySQL. 

Omega is the database that we need. 

 

 

--D will let us choose the database, and --tables will list all the tables in that database. There are four 

tables in the omega database, and they are, 



We are interested in the users table, as it might contain an email ID and password to log in. 



 

Here, -T will select the tables as users, and --columns will give all the columns inside that table. There 

are four columns, and they are, 



 



We know that the users table contains email and password. Now we can get the data from the users 

table. 

 

 

--dump will get all the data from the users table. 



 

There is only 1 row inside the users table. We have the email ID and the password as a hash. I used 

an online hash cracker tool to crack the hash and get the admin user’s password. 

 

The password is studentoftheyear. We can use these credentials to log in. 



 

Once logged in, we can find the flag “HTB{SQLi_c4n_b3_v3ry_f4n}” present on the flag.php page. 

  



5.1.3 Learna Challenge 

Commands Used: burpsuite, nano, system, get, ls cat 

 

This challenge opens with a login page by default. Similar to the course challenge, we can use 

SQLMAP to get the username and password. But I used burp suite to brute force the password. I 

entered the username as admin and the password as admin and sent the request through burp. The 

password can be anything as we are brute-forcing the password. I don’t know if the username is 

admin; it was a guess. 

 

I then sent the request to the Intruder 



 

and only selected the password to be brute-forced (position). The attack type will be sniper as we 

are only brute forcing one field. 

 

There is only one payload, i.e., password, and the payload type is a simple list. I selected my payload 

list, commonPasswords.txt. 



 

All the passwords from my commonPasswords.txt file are now loaded into the payload list. Then I 

started the attack. 



 

 

I also added a grep extract of “Invalid Credentials” so that it will be easier to know if the password is 

detected. 

 



 

Only the payload “1235467” did not show Invalid credentials, so 1234567 has to be the password for 

the user admin. 

 

After logging in with those credentials, we can see an image upload option. Thus, we can use Local 

File Inclusion exploit to get the flag. 



 

I made a file “getFlag.php” to get the flag from the root directory.  



 

The above code will take the value c as input and processes the command as prints out the output. 

Once we submit the getFlag.php file with the above code,  

 

We get a confirmation saying that the script is successfully uploaded to /images/uploads/. 

Opening the php page, 



 

The page does not show anything as there is no command given. To give a command, we just have 

to mention the variable c and the command. For example, 

…../getFlag.php?c=whoami will give the command whoami to the variable c  which then gets 

processed and return the output with the user. 

 

 

Just giving ls command will show all the files that have been uploaded into the server. getFlag.php is 

the file that I uploaded, and the rest were uploaded by other teammates. 

We can list the contents inside the previous directory by using ls ../ 



 

 

The previous folder has a directory uploads where the getFlag.php is uploaded and a bg.jpg image. 

 

Going a folder back, we can see the files that support the website.  

 

Going another folder back will show html directory 

 

Going another folder back, we can see a bunch of directories. I guessed that the flag is located in the 

root directory, so I have to go back more 



 

Going back one more folder, we can see a file named flag. So, I decided to print out the flag 

 

? 𝑐 = 𝑐𝑎𝑡 . ./. ./. ./. ./. ./𝑓𝑙𝑎𝑔 

Will give us the flag “HTB{pl1s_s4n1t1ze_y0ur_upl0ad_f0rm5}” 

6. Reflection 

CTF – 2 is the best environment to verify and acquire realistic understanding of what we have 

learned up to now. CTF – 2 being a group assessment allowed us to look very differently at the same 

challenge. Each one of us could bring different experience and solution to a challenge, and how 

others thought, or process information was fascinating and knowledgeable. In this CTF, I learnt a 

great deal from Liam. I am happy with the results and the knowledge I have gained through this CTF 

and my group. 

7. Conclusion 

CTF-2 assessment helped me put all my practical knowledge on web penetration testing to test. I 

learnt my strengths and weaknesses in this area. I am satisfied with my performance. However, I 

need to improve on the time taken to solve these challenges. I think that with enough practise in the 

future, I will be able to solve such challenges quickly. I and my team failed to find all the flags within 

the two-hour window which is disappointing. I will be practicing web pen-testing more on HTB 

challenges only. I will not use this knowledge on real websites under any circumstance. I learnt the 

importance of sanitization of the upload forms i.e., not to let any files that are not images or not of a 

particular file type to be uploaded and to check for the mime of the files. Also having the scripts at 

server side to check the file uploads will give hackers less chance to gain access to exploit the 



website as there no knowledge of the code that is used. Similarly, a prepared statement will reduce 

the SQL injections. 

8. Glossary 

• OS – Operating System 

• sqlmap - sqlmap is a platform to automatically discover and use SQL injection bugs while 

doing penetration testing and taking over database servers [1]. 

• Burpsuite – burpsuite is a tool that is used for penetration testing and finding vulnerabilities 

on websites [2]. 
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10. Appendix – A 

• CommonPasswords.txt – commonPasswords.txt is the file that contains most of the 

common passwords used. I downloaded this file few months ago and add a password into 

this when I find one. 

  



 

 


